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Abstract—The Internet-wide deployment of new transport NAT and firewall vendors an incentive to support the new
protocols such as the Stream Control Transmission Protocol protocol, and, as the protocol becomes more available in
(SCTP) is a difficult matter. While SCTP could be beneficial ;g fashion, application developers could eventuallyooee

in many cases, it is still a major challenge to enable applidions . - G .
to use the new protocol. We believe that its deployment could interested in fully exploiting its features. In other wordsth

be significantly accelerated by introducing an intermediae step: this intermediate step, it could be possible to gradualylale
transparent usage _below TCP_, such that T_CP-based applica_Ihs a new transport protocol.

automatically obtain a benefit. We have |mpllemented’a Linux  To jnvestigate the possibility of deploying SCTP in this
based TCP-SCTP mapping tool that exploits SCTP's multi- ¢oohinn we developed a prototypical Linux-based TCP-SCTP

streaming feature, and carried out measurements which show . . . \ . .
that such an approach can significantly improve the performace Mapping tool which exploits SCTP’s multi-streaming featur

of TCP applications. However, and perhaps more importantly by mapping TCP connections between the same pair of hosts
we also encountered difficulties, which lead us to make someonto streams of a single SCTP association. In this way, it
concrete recommendations regarding future research and # shoyld, for instance, be possible to automatically let alypew
implementation and specification of SCTP itself. starting transfer exploit the larger congestion window r{dyv
I. INTRODUCTION of an ongoing or immediately preceding transfer.
For decades, the Internet’s transport layer has been defineéiNhIIe some tests with this tool shoyvgd gxtremely encour-
. , . aging results, we also encountered difficulties. These lesad
by two protocols: TCP and UDP. This narrow choice do . .
. . . 0 make some recommendations regarding future research and
not match the heterogeneity of services that is needed . i .
o . o the implementation and specification of SCTP.
applications and could be provided by today’s infrastreetu Aft brief . ¢ related Kin th " "
New transport protocols such as SCTP, DCCP and UDP-Lite e”r a :'e_ %verwew 0 rle ate tV\(’jO;h mt Ie_nex i_ec I(I)Irll’
have been designed to address these shortcomings; how Wi expltalnf ow \tNetlmp emente t de' 00 '? se::vloln d.'
their deployment in the Internet is sluggish, to say thetlea: o;r;‘e refsu S0 tc_>ur ES s are pres(;ent.e n T?Ch'on ' gal '3
This is partly due to a problem which has been identified ﬁith € alorementioned recommendations which we conclude
[1]: '
There is a vicious circle — application developers

. L . [l. RELATED WORK
will not use a new protocol (even if it is technically

superior) if it will not work end-to-end; OS vendors Neither mapping TCP to SCTP nor reusing the cwnd of a
will not implement a new protocol if application  previous or ongoing connection are new ideas. Examples of
developers do not express a need for it; NAT and  the former are the “withsctp” application which is included
firewall vendors will not add support if the protocol  in the “Linux Kernel Stream Control Transmission Protocol”

is not in common operating systems; the new pro- (LKSCTP) project, and the “shim layer” [3], but neither of
tocol will not work end-to-end because of lack of  these two approaches seems to attain a significant perfeeman
support in NATs and firewalls. benefit except for conditions of very high packet loss. Ac-
We need to find a way to break this vicious circle and maleessing a common cwnd with multiple TCP connections has
a transition from today’s two tier architecture (with TCPdanbeen proposed in [4], [5] and, in a somewhat more generic
UDP as the only transport protocols) to an Internet trartspavay for parallel data transfers, in [6], [7]. To the best of ou
layer where multiple transport protocols are availableisTé knowledge, none of these methods are fully (just [4] paytial
called “accommodating the tussle” in [2]. e.g. in Linux) implemented in common operating systems, thi
One possibility is to let the Operating System use a neway be due to the complexity of such an implementation,
transport protocol in such a way that a benefit is autom#&gicatombined with the fact that the performance benefit is not
attained if it is available, without having to change exigti always clear from a (selfish) single user’s point of view (we
applications. If such a mechanism falls back to standard T@®I get back to this problem in our conclusion).
or UDP when the new transport protocol is unavailable, no
harm is done, but a benefit is achieved. This could givelhttp:/iksctp.sourceforge.net/



Structured Streams (SST) [8] is a transport protocol th
was designed to better support multiple application steeat
by providing hierarchies and dynamic creation and deletic
of streams as well as stream priorities. While it might see
to be even better suited for our purpose than SCTP, the mé -~ -------- dy”;‘u’?fiecr [')fgre;'t*r‘sgﬁte
similarities between these two protocols and the fact tRatFEs ! Solution
is standardized makes SCTP a more attractive choice than S ' single receiver thread 1

The evaluation section of [8] focuses on the performan:
benefit attained by removing the connection setup and te SR
down overhead for extremely short connections — a scena .
that we do not consider in this paper, but for which it seen._
likely that our approach can attain a similar benefit. Aceord
ingly, the authors of [9] have shown that, for HTTP, SCTP
with multi-streaming can perform even better than multiple
parallel TCPs. However, as a major difference to our work,

thl:gezz?atlg/C:vig?ivzhirzzguﬁgotﬂitsop?phelf\;%fj?ésb e don e\ﬂ\ffen the buffer of thread T1 is full, but the single receiver

many ways, e.g. by adding SCTP-like features to TCP. It see!hgead RT must give the next data block to T1. Simply drop-

logical that this direction should not be pursued furthethgg ping messages is not an option because this would break the

stage, where we have protocols like SCTP available but nseima;u%s of re“ible ﬁr%nSer: at E{E'S s;c]age, the mzsiag&s; q
used much on the Internet — and when automatically obtaini ceady been acknowledged, as they have correctly arrived a

a benefit for end users with SCTP could foster deployment SCTP socket buffer. A.‘S a p053|.ble. solutlon,_ per-stream
this protocol, eventually leading to a more comprehensite ow control could b? applied, but this is not available as a
of available transport layer services. In fact, we belidvat t hative protocol function.
our approach is an indispensable element for graduallyispif ~ Because of the complexity of implementing the above
towards an entirely new transport architecture such asriee dunctionality in kernel space, we investigated the posigibi
described in [10]. of redirecting socket calls in user space, but found no effici
way to do so. A detailed description of the problems that we
encountered is provided in [12].

The goal of our tool is to map multiple TCP connections . . . .
between the same pair of hosts onto different independ?nwe then decided t(.) implement Olf‘r mapping tool in the
streams of a single SCTP association. This way, they wolld qm of a proxy (which we called “Connection Manager

- . : . %ateway” (CM@G)), as shown in Figure 2. Our idea was not
conjointly make use of a single congestion control instanc

and the connection setup/teardown delay for the individuté)l:tranSparently modify the application code in order o use
e

connections could theoretically be avoided too. Because asTTHeblgbtqomsﬂlifsngg ;?:acgngf sat:jodnt'gzzllf'T-lc—:hF!s Om:rt::g: d
guential delivery is enforced per stream (if so desired)rimit vious disadv 9 - v

between streams by SCTP, message loss of one stream d %%nnectlon management and congestion control) between th

. : osts and the CMGs, but this side effect can be minimized
not cause head-of-line blocking delay for messages of anoth L . .
stream. by bringing the CMGs as close to the hosts as possible (in

In a first step, we considered redirecting the Linux TcBY' setup, they were applications running directly on hasts

socket calls onto SCTP sockets. One inherent problem Wﬁﬂd B, respectively). On the positive side, this implemtota

this approach is that the SCTP API [11] does not allow Qetho_d makes it very easy to fall back to standard TCP
: . i b]ehawor, and allows for deliberate placement of the CMG
logical separation of streams at the user level. That is, .

thread 1 (expecting data on stream 1) reads from the SC ISIGEded (.g. to avoid problems with NATS).
assocation, it might just as well get data from stream 2 TCP connections were redirected by accordingly modify-
(intended for thread 2), along with the number “2”, so that ihg only the connect() function of the socket API, using a
can accordingly hand over the data. Since a TCP applicati@thnique called “preloading”. The socket address pammet
would only expect to receive data that was intended for it, fibtrwarded by this function call were exchanged with the loca
is clear that streams must first be separated somehow, &gst address as well as the used CMG TCP port. Additionally,
by a common receiver thread or process that continuoushe original address parameters were sent to the CMG after
reads from the socket buffer and then copies the data inbl® successful connection setup. Between the CMGs, a simple
per-receiver buffers, as shown in Figure 1. protocol (operating on stream 0 of the SCTP assocation) took
The size of dedicated per-receiver stream buffers may bare of communicating a TCP connection attempt (or tear-
large, but will always be limited — thus, one of the bufferdown) from one side to the other, such that TCP connections
can get full and subsequently block all other receivershin twere available for forwarding at both CMGs as long as they
scenario shown in Figure 1, this could, for example, happearere needed.

Sender with Threads Receiver with Threads

Fig. 1. Parallel transmissions with SCTP’s multi-streagnin
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Fig. 2. The Connection Manager Gateway (CMG)

Fig. 4. Iperf measurements with default and tuned parameter

IV. EVALUATION

We tested our implementation in a typical SOHO (smafi e 4 shows that, in initial 10-second-long experiments
office/home office) network, shown in Figure 3, using stadday, i+, \arious different round-trip time (RTT) values — as a

PCs connected via Ethernet with 100 Mbit/s and a USf{aans to change the bandwidttielay product (BDP) — SCTP
message size of 1452 bytes. A network emulator (nétemy,, Iksctp-tools version 1.0.11) was less and less efftdie
was applied on the intermediate router, where it introduc gmparison to TCP as the RTT grew. For values up to 100 ms

a constant delay of 30 ms (unless otherwise noted) in e3gh o nd that this is largely due to TCP buffer auto-tuning.
direction. With our prototypical user-level implementatj we Additionally, with 200 ms, the BDP is large enough for the

sometimes saw significant fluctuations from OS scheduling. l o2 1t TCP congestion control mechanism (CUBIC) to play
order to get more trustworthy numbers, all results presentg, ; o advantage.
in this section were obtained by taking the average of 30 pq Figure 4 shows, the performance of tuned TCP and

experiments. For the sake of clarity, we have not pI0tte§’CTP is quite similar. Note that this figure depicts the “raw”

.thf stan.dardhde\_natl;)n, as we befheverz] It WO.UId notl an é:%CTP performance, i.e. from SCTP without our CMG, with
Information that is of importance for the main conclusion Qfnich e would get additional delay from connection / asso-

this paper. ciation establishment, and from manipulating the interiated
buffers. While the impact of the former overhead declineb wi
Endhost A — growing transfer duration, the impact of the latter ovethea

@ Linux Router 5 grows, causing SCTP to be slower than TCP by approximately
‘°°M°"mm°M""@‘“‘M’"mwm ;’ 50 ms for an 8 Mbyte file and 400 ms for a 64 Mbyte file. We

x x 2

\ / do not present a deeper investigation of this problem at this
g || et | o point because it is merely a side effect of our prototypical
implementation. The differences between TCP and SCTP
shown in Figure 4, however, are general, and apply no matter
how efficiently a TCP-SCTP mapping tool is implemented.
We will now proceed to discuss the results obtained in
_ experiments with sequential and parallel transfers, fdgkihg
A. Parameter tuning the pro’'s and con’s of using our tool to exploiting the cwnd
In order to fairly compare TCP and SCTP, we performeef an immediately preceding or currently ongoing transfer,
measurements with a "tuned” TCP version, using Reno coigspectively.
gestion control, since this is the only congestion contreth
anism available in SCTP. Also, since SCTP does not auto-tude Sequential transfers
the socket receive buffers, they were manually tuned todit th \We used the “wget” tool (v1.11.4) to download an HTML
RTT (for example to 732 kbytes when the RTT was 60 msjocument (113 bytes) with five images of equal size from
2netem is an integral part of the Linux operating system Iestaon all a web Server'. The e.Xpe”me.nt was rep_eateq for different
hosts (Ubuntu 9.04 — Kernel 2.6.31); it allows emulatingialale delay, loss, web pages (d'ﬁerem Image f'les) and with different SCTP
duplication and re-ordering. situations: “start-up”, i.e. the wget transfer is the firstisfer

Fig. 3. Network testbed used for the practical measurements



seen by the CMG, causing it to establish the SCTP associatic .

to its peer, and “open cwnd”, where we ran iperf for 5 2 2475
seconds before the wget transfers. iperf would then establi
the connection and build up a cwnd that wget reused. Howeve
in our experiments we had a problem running wget back-to
back with iperf (the execution gap was well above the RTT)
Hence, to facilitate these tests, we applied a kernel pdizh t

causes SCTP’s cwnd to only decrease upon the reception of £
“heartbeat” message instead of every retransmission dinte- 1138
(RTO) if the destination address is in idle state. 0,803
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Fig. 6. Time required for a serial download of an HTML pagehwfive
1.592

s12 2156 images of the same size using persistent connections
2975

1.469

2628 C. Paralld transfers
128 ﬂ Consider a user browsing a website that contains movies and
2.307

pictures, e.g. for sharing them with friends and relativesg,
08 ! 8 nzme[s, 28 s ss ¢ starting a movie download, and clicking on a picture while
this download proceeds seems like a very obvious use case. In
this scenario, mapping both the early long transfer (theig)ov
Fig. 5. Time required for a serial download of an HTML pagehwfive and the later Sho_rt_one (the picture) onto one SCTP assattiati
images of the same size should be beneficial because the later transfer could make us
of the large cwnd that the earlier transfer has alreadyretthi
Figure 5 shows the results from a serial download with a
new connection for each single file (one by one): becaus
each transfer was able to reuse the cwnd of the previous on
the download time was consistently reduced by more than ...
second, even in the start-up case. Clearly, such an imprewvem
is noticeable by an end user. Since wget initiated transfer ™
one after another, and TCP connection setup and teardov o 1 2 s " s 6 7
occurred between logical entities on the same host onlydésen e
to CMG), TCP’s connection handling delay was below the
SCTP RTT of roughly 60 ms. Hence, the cwnd could be reuseg 7. Timeline of transferring two files when the longemsster (file 1) is
from one wget transfer to the next (also without of patchjined by a shorter one (file 2) after 2.5 seconds
Direct consecutive TCP connections, however, did not reuse
the same cwnd value. We emulated this situation by a transfer of 64 Mbytes (file 1)
The results shown in Figure 6, for which the same exvhich is joined by a transfer of 1 Mbytes (file 2) after 2.5
periment was repeated with a persistent connection (aesingeconds; the results are shown in Figure 7. The duration of
connection which is reused by HTTP 1.1 for the subsequdile 2 with TCP was surprisingly long (in a separate test,
transmissions), indicate that we should not always apply oiti took only 0.689 seconds to transfer this file in isolation)
tool. In this particular case, the performance was generallhis extremely unfair TCP rate allocation was caused by
better than in the case without persistent connections €twhthe very different cwnd values at the time of starting the
is not surprising because of the reduced overhead (e.g., sgzond transfer, combined with the exceedingly long defaul
connection setup and teardown between the downloads) — ueue used in Linux for the outgoing network interface (the
the TCP-SCTP mapping only yielded a benefit when the cwhckqueuel en parameter of the eth device) — an additional
was already opened by a preceding iperf transfer, and wageriment where we added the “ping” command showed that
otherwise even detrimental. This is because, by using orihe RTT grew from about 60.2 ms to 711 ms when the second
one TCP connection for the entire communication, perdistaransfer began. File 1 took slightly longer with SCTP, whigh
connections effectively let each transfer reuse the cwnitl@f due to its length — as mentioned before, the buffer managemen
previous transfer without the overhead that our tool adds ¢werhead of our prototypical implementation grows with the
the communication. file size — and because, other than in the TCP case, the
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bandwidth is fairly shared among the two files with SCTP.
Despite the overhead of our solution, mapping the two trans-
fers onto streams of an SCTP association greatly improved
the overall situation. Since the two transfers were no longe
competing for bandwidth, file 2 was transferred much fastere
than with TCP. Because file 2 could benefit from the larger
cwnd of the already ongoing transfer, it was also transuhitte
faster than in isolation. Note that, in this experiment, the
SCTP association was already established before the gahbe
(but without artificially opening the cwnd with a preceding
iperf transfer, as in the previous experiments). The inolus
of connection / assocation establishment would have added
another 60-100 msec to the communication, and thus would.
not have significantly affected the general outcome.

V. CONCLUSION

SCTP association, such an implementation would have to
support per-stream independent read and write functions
as well as per-stream flow control, which is also missing
in the SCTP implementation and its API specification.
Dynamic creation and deletion of streams, as in SST [8],
would be desirable for our work — with current SCTP,
we have to decide how many streams should be used
beforehand, which either leads to unnecessary memory
overhead or to an upper limit on the number of TCP
connections that can be mapped. This change to SCTP
is already partially addressed in [14], which defines how
streams could be dynamically added (but not deleted).
To ensure that SCTP always performs at least as good
as TCP (see Figure 4), buffer auto-tuning and pluggable
congestion control should be added to its implementation.

) L . The Internet-wide deployment of SCTP, which we believe to
Our goal was to see if a significant performance benefj hossiple in the transparent fashion that we have describe

can be achieved by transparently mapping TCP connections,q pe a significant change to the transport layer that our
between the same pair of hosts onto streams of a single SCGlfpjications are working with today. Should it happen, this
association. As we have fho"‘,’,” in the previous section, Pkange could also create an impetus for trying to deployrothe
answer to this question is “yes". However, we have also Seglsnort protocols in a similar fashion. This way, it might

that doing this is not always beneficial, and sometimes evgpa |y he possible to break the vicious circle, and change th
detrimental. We refrained from carrying out more tests @€V | iarmet’s transport layer for good — and it all begins with

uate under which conditions our tool would be worth applyin\g)"OWing the above recommendations.

because we considered our implementation too prototyfocal
further proceed with it, and addressing the problems would
take us far beyond merely updating the tool. At this point, wey
consider it more valuable to take a step back and examine the
lessons learned from our exercise. [2

Ideally, we would carry out our TCP-SCTP mapping in a
way that is only beneficial and never harmful; this would mears]
to automatically enable it only when an advantageous situiat
is detected. The decision would have to depend on severa]
factors, including the starting times and sizes of trarssfére
number of flows, and the attained SCTP cwnd of an ongoin[j]
transfer at the time of mapping a new TCP flow. Since this
would also include knowing the maximum transfer time, it[6]
might have to be done in an application-dependent way, al
in fact it may often only be possible to make a correct denisio
in hindsight.

How to inform a receiver of a sender’s intention to carry ouf®!
a mapping is another, entirely different, open issue. Thpma [g)
challenge here is to do this without requiring additionallRT
before starting the communication [13]. In our tests, owl to
always carried out the mapping and both sides were staticgfiy)
configured to assume that SCTP is used for nothing else.

[20]

It seems to us that addressing these two open questions is

the biggest challenge for beneficial transparent deploymien
SCTP. Additionally, we make the following recommendation$2]
for future work:

« Results in Section IV have shown that our connectidm3]
manager implementation is not ideal. It would be bett§{4]
to directly replace the TCP function calls with SCT
in the OS, which, it seems, can only be done in the
kernel because macros cannot be preloaded in Linux.
To map independent processes to streams of a single
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