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Abstract. The paper advocates asset-oriented risk analysis as a means
to help defend user trust. The paper focuses on a net-bank scenario,
and addresses the issue of analysing trust from the perspective of the
bank. The proposed approach deﬁnes user trust as an asset and makes
use of asset-oriented risk analysis to identify treats, vulnerabilities and
unwanted incidents that may reduce user trust.

1

Introduction

There is no generally accepted deﬁnition of the term “trust”. One obvious reason
for this is that the meaning of “trust” as the meaning of most other natural
language terms depends on the context in which it is used. In this paper we
restrict our investigation of trust to a scenario involving a net-bank (online
banking), the bank that owns the net-bank, and the net-bank users. We argue
that risk analysis is suited to help defend existing user trust. The term “defend”
is taken from asset-oriented risk analysis where vulnerabilities of a system are
analysed with regard to identiﬁed assets. We claim that the user trust is a major
asset to the bank. Furthermore, we argue that risk analysis is well-suited to ﬁnd
strategies to defend user trust and prevent unwanted incidents that may reduce
user trust.
In order to use risk analysis to asses user trust, we need a way to measure trust
in a quantitative or qualitative manner. We argue that it is not the trust itself,
but its consequences, such as the number of net-bank users, that is important
to the bank. Such observable consequences are often easy to measure and may
provide a ﬁrm basis for risk analysis.
The paper is divided into six sections. Section 2 introduces a basic terminology with emphasis on factors that aﬀect trust. Section 3 gives a short introduction to asset-oriented risk analysis. Section 4 describes a net-bank scenario on
which much of this paper focuses. Section 5 argues the suitability of risk analysis
to help defend existing user trust. The evaluation is angled towards the scenario
introduced in Section 4. Section 6 summarises our ﬁndings, presents the main
conclusions and outlines related work.
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Trust and Trust Aﬀecting Factors

It is generally accepted that trust is a more general issue than security in particular and dependability in general. Jones et al. [15] argue that “although businesses
and consumers may consider underlying systems to be completely dependable
in the traditional sense, they may not trust these systems with their business
or personal interests unless there exists a suitable legal framework they can fall
back on, should problems arise.” An analysis of trust will therefore encompass
a number of issues like legal, sociological and psychological aspects that are not
directly related to security.
2.1

Basic Terminology

Studies of trust distinguish between the trustor, that is, the agent that trusts
another agent, and the trustee; the agent being trusted. Trust is a property of
the trustor, whereas credibility and trustworthiness are properties of the trustee.
Trust can also be seen as a binary relation, from the trustor to the trustee.
Mayer et al. [19] deﬁnes trust as “the willingness of a party to be vulnerable
to the actions of another party based on the expectation that the other will
perform a particular action important to the trustor, irrespective of the agility
to monitor or control that other party.” Koufaris and Hampton-Sosa [17] use
Mayer’s deﬁnition of trust in their survey of user trust in a web site, which is
not so diﬀerent from our net-bank scenario.
Attributes of the trustee, such as credibility and trustworthiness are considered important factors inﬂuencing an agent’s trust in another party [19]. In a
recent book on the role of computers in inﬂuencing peoples attitudes, Fogg [9]
is concerned with what constitutes computer credibility. In accordance with existing literature, Fogg deﬁnes credibility as “a perceived quality, that has two
dimensions: trustworthiness and expertise” (Figure 1).
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Fig. 1. Fogg – The two key dimensions of credibility

Fogg decomposes the concept of trustworthiness further into the terms wellintentioned, truthful and unbiased, and expertise into knowledgeable, experienced
and competent. Fogg and Tseng [10] argue that users’ evaluation of computer
trustworthiness and credibility is a function of both system design features and
psychological factors ascribed to the entity behind a system.
2.2

Factors That Aﬀect Trust

Egger [6] has developed a model of trust-relevant factors in e-business that encompasses such features as those discussed by Fogg and Tseng. Egger’s model,
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Fig. 2. Egger – Model of trust in e-commerce

shown in Figure 2, identiﬁes factors that aﬀect user trust in a system. Preinteraction ﬁlters are factors that may aﬀect a user’s trust in a system prior to
any interaction. An individual’s general propensity to trust aﬀects the degree
to which she is willing to trust any agent. A user’s general attitude towards an
industry may aﬀect her trust in particular members of that industry. Reputation concerns such factors as the strength of a company’s brand name and the
user’s experience with the system through earlier interaction. Transference of
trust covers the situation where a user trusts a company because a trusted third
party has reported that the company is trustworthy.
Interface properties concern the impression that a system gives through its
design interface. The signiﬁcance of such factors are well documented in the
literature. An empirical study performed by Stanford Web Credibility Project [8]
discovered that users had more trust in a web site with a picture of a nice car
in the upper right corner, than the same web site where the picture of the car
was replaced by a dollar sign.
Informational content concerns other properties of a system such as security
and privacy and how they are conveyed to the user. It is not enough that a system
is properly evaluated and certiﬁed with regard to security. The user must also
be informed that the system has undergone such evaluations. The provider of a
web service may for example include information in its web site that the system
has undergone a security evaluation that is certiﬁed by a licensed certiﬁer.
Egger’s model includes factors that are encompassed by both the terms
“trust” and “credibility”, as introduced in the previous section. In fact, Egger
views user trust as perceived trustworthiness. Egger’s model is a practical tool
for assessing user trust, and has already been tried out in a few cases discussed
in Egger’s PhD thesis [7].

3

Risk Analysis – The CORAS Approach

The Australian/New Zealand standard for risk management [1] deﬁnes risk analysis as the systematic use of available information to determine how often speciﬁed risks may occur and the magnitude of their consequences. Furthermore, as
illustrated by Figure 3, risk analysis is one of seven risk management processes.
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Fig. 3. Risk management overview

In practise, however, the term “risk analysis” normally has a broader meaning
covering the ﬁve sequentially ordered processes that the Australian/New Zealand
standard refers to as: establish the context, identify risk, analyse risk, evaluate
risk and treat risk. In this paper we use this broader deﬁnition. We refer to what
the standard [1] calls “risk analysis” as consequence and frequency analysis.
There are many forms and variations of risk analysis. Asset-oriented risk
analysis where system vulnerabilities and unwanted incidents are analysed with
regard to identiﬁed assets, is a kind of risk analysis often used within the security
domain. One such approach to risk analysis is the CORAS [5,2] methodology
that will be used in the following.
CORAS is characterised by tight integration of state-of-the-art systems modelling methodology based on UML2.0 with leading methodologies for risk analysis as Hazard and Operability (HazOp) analysis [20], Failure Mode Eﬀect Analysis (FMEA) [4], and Fault Tree Analysis (FTA) [12]. In fact, CORAS comes
with its own specialisation of UML, a so-called UML proﬁle for security analysis
that has recently become a recommended OMG (Object Management Group)
standard integrated in the UML Proﬁle for Modeling Quality of Service and
Fault Tolerance [18].
Hence, an important aspect of the CORAS methodology is the practical use
of UML to support risk management in general, and risk analysis with respect to
security (in the following referred to as security risk analysis) in particular. The
CORAS risk analysis methodology makes use of UML models for three diﬀerent
purposes:
– To describe the target of evaluation in a uniform manner at the right level
of abstraction.
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– To facilitate communication and interaction between diﬀerent groups of
stakeholders, experts and users involved in a risk analysis.
– To document risk analysis results and the assumptions on which these results
depend to support reuse and maintenance.
The former two are particularly relevant in the case of trust. To analyse
trust, technical system documentation is not suﬃcient; a clear understanding of
system usage and its role in the surrounding organisation, enterprise and society
is just as important. UML is well-suited to describe technical aspects as well
as human behaviour in the form of work-processes. One major challenge when
performing a risk analysis is to establish a common understanding of the target of
evaluation, threats, vulnerabilities and risks among the stakeholders, experts and
users participating in the analysis. The CORAS UML proﬁle has been designed
to facilitate improved communication during risk analysis, by making the UML
diagrams easier to understand for non-experts, and at the same time preserving
the well-deﬁnedness of UML.

4

A Net-Bank Scenario

Figure 4 presents a simple UML class diagram that speciﬁes the overall context
of our net-bank scenario. There is a web-service exempliﬁed by the net-bank,
the net-bank is owned by a bank, and the net-bank users are account holders
performing net-bank transactions via the Internet. The bank, the net-bank, the
net-bank users and the Internet exist in an overall context known as Society.
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Fig. 4. A net-bank scenario: The main actors

When interacting with a net-bank, a user normally knows very little about the
actual design of the bank, but is nevertheless willing to make herself vulnerable,
by entrusting her money and personal data with the net-bank. If asked why, the
user may answer that she expects the net-bank to perform several actions, such
as safe handling of her money, conﬁdential handling of personal data, legislative
insurance in the case something goes wrong, and so on.
Figure 5 outlines the relationship between the notions introduced in Section 2.1 and the entities of our net-bank scenario.
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Fig. 5. Trust and trustworthiness in a net-bank scenario

Since this paper restricts its attention to user trust, we consider trust only as
a property of the net-bank user. It is in the interest of the net-bank owner that it,
as well as the net-bank and the Internet, is viewed as trustworthy by the net-bank
users. As explained in Section 2.2, both trust and trustworthiness are inﬂuenced
by several factors, categorised as pre-interaction ﬁlters, interface properties and
informational content, respectively. The pre-interaction ﬁlter “user’s propensity
to trust” is clearly a property of the user. The same holds for attitude. The bank’s
reputation as well as the reputation of the Internet as a medium for interaction
has impact on user trust. Transference takes place between actors in society.
Properties of the web-service, such as user appeal, are part of the interface
properties. Informational content concerns such factors as the net-bank’s security
and privacy policy.

5

Analysing User Trust in the Net-Bank Scenario

In the following we sketch how the model-based risk analysis approach of CORAS
can be used to identify treats, vulnerabilities and unwanted incidents that may
reduce user trust. We focus on those aspects where a risk analysis targetting
trust diﬀers from an ordinary security risk analysis. An important observation
is that there is a diﬀerence between perceived security, which is a basis for user
trust, and well-founded security, which is the target of conventional security risk
analysis. The security of a system may be perceived to be worse than the actual
security, if the latter is not properly conveyed to the user, as discussed with
regard to informational content in Section 2.2. It may be perceived to be better
than the actual security, through for example an appealing interface that gives
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a sound impression of the system, regardless of implementation. The presentation is structured into the ﬁve main sub processes of risk analysis described in
Section 3.
5.1

Subprocess I: Establish the Context

To conduct a risk analysis we need a characterisation of the target of analysis.
This target may be a system, a part of a system or a system aspect. The term
“system” should be understood in the broadest sense. A system is not just technology, but also the humans interacting with the technology, and all relevant
aspects of the surrounding organisation and society. In the following we take the
net-bank scenario speciﬁed in the previous section as our target of analysis. A
risk analysis is always conducted on behalf of one or several customers. In the
following we view the bank owning the net-bank as our only customer.
The CORAS risk analysis process is asset-oriented. An asset is a part or
feature of a system that has a value for one of the stakeholders on behalf of
which the risk analysis is conducted, in our case, the bank. A risk analysis makes
sense only if there are some assets to be protected. If there are no assets, there is
no risk and no need for a risk analysis. Let us therefore identify and value assets
from the perspective of the bank. When analysing users’ trust in the net-bank, it
is not the trust as such, but its direct impact on the market share that the bank
is interested in. User trust has impact on the number of users and the amount
of time and money they are willing to invest in a system. These are precise
factors that are easy to measure. A user’s willingness to risk time and money
on for example web gambling may also be triggered by other factors than trust,
such as addiction to gambling. User trust, however, is clearly one important
factor that aﬀects observable customer behaviour, and may therefore be viewed
as an asset on its own. Figure 6 makes use of an asset-diagram expressed in the
CORAS UML proﬁle to specify that the market share asset depends on other
assets like users’ trust in the net-bank.
Conﬁdentiality is the property that information is not made available or
disclosed to unauthorised individuals, entities or processes [13]. Conﬁdentiality
of the customer database is clearly important for the market share since such
information could be used by competitors to “steal” customers. That the market
share may depend on the conﬁdentiality of the net-bank technology should also
be obvious. Furthermore, there are also dependencies between user trust and the
conﬁdentiality of the net-bank technology and customer database. We may use
Egger’s model (see Figure 2) to decompose user trust in more specialised assets.
We consider only those factors that the bank can directly inﬂuence, leaving
reputation as the only asset under pre-interaction ﬁlters.
The risk evaluation criteria specify what the customer may tolerate with
respect to risk. The risks that do not satisfy the risk evaluation criteria must
be treated. Table 1 presents two examples of risk evaluation criteria. In order
to assign a quantitative risk acceptance value to user trust, we need a way to
measure user trust. We may for example use Jøsang and Knapskog’s [16] metric
for trusted systems, based on their subjective logic approach. They deﬁne trust
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Fig. 6. Hierarchy of trust-related assets

as a subjective belief consisting of three probability values; belief, disbelief and
uncertainty that together equal 1. If a person’s belief value for a given proposition
is 1, she has full trust in the proposition. A decrease in the belief value is a
decrease in the trust. Jøsang and Knapskog give guidelines to determine opinions
when evidence can only be analysed intuitively, as in the case of trust. Their
proposal involves formulating a questionnaire to guide people in expressing their
belief as valued opinions. An agent’s trust is computed from the value of several
beliefs about the trustee, that together constitute the total trust.
Table 1. Risk evaluation criteria
Id Stakeholder
1 bank

Asset
user
trust

2 bank

market
share

Criteria description
if risk impact ¡ “0.15 decrease in
user trust within a week” then “accept risk” else “assign priority and
treatment”
if risk impact ¡ “loss of 500 customers within a week” then “accept risk” else “assign priority and
treatment”

For this to make sense, we need an understanding of the eﬀect of reduced user
trust on the market share. For example, it seems reasonable to require that any
risk that satisﬁes Criteria 1 also satisﬁes Criteria 2. Such an understanding may
for example be based on statistical data, or be acquired through user surveys.
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Subprocess II: Identify Risks

Identifying risks includes identifying threats to assets, identifying vulnerabilities
of assets, and documenting unwanted incidents caused by threats exploiting vulnerabilities. A threat is a potential cause of an unwanted incident which may
result in harm to a system or organisation and its assets. A vulnerability is a
weakness with respect to an asset or group of assets which can be exploited by
one or more threats. An unwanted incident is an undesired event that may reduce the value of an asset. A risk is an unwanted incident that has been assigned
consequence and frequency values.
Conventional approaches to risk identiﬁcation include checklists, judgement
based on experience and records, ﬂow charts, brainstorming, systems analysis,
scenario analysis and systems engineering techniques. A UML sequence diagram
showing normal behaviour of a system in combination with guidewords addressing the various security and trust aspects may be used as a basis for a structured
brainstorming to identify possible unwanted incidents. Figure 7 speciﬁes a normal login session.
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Fig. 7. User login session

Disclosure of personal customer data to outsiders is an example of a security
related unwanted incident, during a normal login session. This is what happened
in 2000 when it was reported that the net-bank of the Norwegian company Gjensidige NOR made web pages containing conﬁdential customer data accessible to
outsiders [3]. This incident was caused by a weakness in the security technology.
When analysing trust we may be interested in other types of unwanted incidents than typical security incidents. Whether such an incident is a threat to
customer trust depends on public exposure. In our risk assessment we therefore
identify exposure of a security incident in media, as the unwanted incident, and
disclosure of personal customer data as a threat that may cause the incident, see
Table 2.
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Table 2. HazOp table: Unwanted incidents
Id Stakeholder Asset

Guideword Threat

1 bank

perceived disclosure
security

2 bank

perceived disclosure
security

3 bank

user trust exposure

4 bank

market
share

exposure

Unwanted
incident
disclosure of
incident
conﬁdential
reported
customer data
to media
security weakness weakness
revealed
reported
to media
negative
loss of
press coverage
user trust
loss of
loss of
user trust
regular
customers

The user trust asset may also be aﬀected by unwanted incidents that are not
directly related to security. Lack of support and non-appealing web-sites are two
examples.
To model a full scenario corresponding to an unwanted incident we may use
the CORAS UML proﬁle as demonstrated in Figure 8. The unwanted incident
that a security incident is reported to media, from Table 2, is modelled as a use
case including the threat that conﬁdential customer data is disclosed. The threat
scenario is caused by a threat agent; in this case an eavesdropper. Each threat
scenario and each unwanted incident may be further speciﬁed by UML sequence
and activity diagrams as in the case of an ordinary UML use case.

5.3

Subprocess III: Determine Consequence and Frequency

A risk in the CORAS terminology is an unwanted incident that has been assigned
a consequence, in terms of reduced asset value, and frequency values. If the
frequency of an incident is not known we can use a fault tree to document
the possible routes that can lead to the incident. The objective of a fault tree
analysis is to document in a structured way the possible routes that can lead
to the violations of security requirements identiﬁed by for example HazOp. The
unwanted incidents identiﬁed in the HazOp table, Table 2, are inserted in a
fault tree, see Figure 9, based on abstraction level and the relationship between
the incidents. Through the fault tree analysis, the incident is broken down into
smaller causes for which we have better estimates of the frequency. The top event
of the fault tree in Figure 9, negative press coverage on security leakage, may
lead to reduced user trust which may lead to loss of market share. Historical
data from similar incidents in the past can be used to estimate the consequences
in the form of reduced asset value.
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Fig. 8. Speciﬁcation of threat scenario

5.4

Subprocess IV: Evaluate Risks

Evaluating risks includes determining level of risk, prioritising risks, categorising risks, determining interrelationships among risk themes and prioritising the
resulting risk themes and risks. A risk theme is a categorisation of similar risks,
assigned its own risk value.
When trust relevant risks have been assigned frequency and consequence they
can be evaluated in the same manner as any other risk.
5.5

Subprocess V: Treat Risks

Treating risks includes identifying treatment options and assessing alternative
treatment approaches. A treatment is a way of reducing the risk value of a risk
or a risk theme. The Australian/New Zealand standard for risk management [1]
identiﬁes ﬁve options for treating risks: acceptance, avoidance, reduce likelihood,
reduce consequences, and transfer to another party.
Risks having impact on user trust may require other types of treatment than
security related risks. In Section 5.2 we identiﬁed media coverage of a security
incident as an unwanted incident (Table 2) and in Section 5.3 we proposed fault
tree analysis to estimate the frequency of such an event. In order to treat this
type of risk it may not be enough to ﬁx a programming error. It may also
be necessary to do some public relations work, or to prevent information on

Using Risk Analysis to Assess User Trust

157

1HJDWLYHSUHVV
FRYHUDJHRQ
VHFXULW\OHDNDJH
25
&XVWRPHU
DOHUWVSUHVV

+DFNHUUHYHDOVZHDNQHVV
DQGDOHUWVSUHVV

&XVWRPHU¶VSHUVRQDOGDWD
DTXLUHGE\DQRWKHUXVHU

+DFNHUDTXLUHV
FXVWRPHU¶VSHUVRQDOGDWD

25
$FFHVVDFKLHYHG
DTXLULQJFXVWRPHU¶V
DXWKHQWLFDWLRQDFFRXQW

'DWDDFFHVVHGFUDIWLQJWKH
VSHFLILF85/IRUWKHSDJH
WKDWSURYLGHVFXVWRPHU¶V
SUHVRQDOGDWD

$FFHVVDFKLHYHGE\ZHE
WUDIILFHDYHVGURSSLQJ

85/IRUWKHSDJHWKDW
SURYLGHVFXVWRPHU¶V
SHUVRQDOGDWD
XQSURWHFWHGGXHWR
SURJUDPPLQJHUURU

25

&XVWRPHU¶V
SDVVZRUGDFTXLUHG
E\WULDODQGHUURU

&DSWXUHGFXVWRPHU¶V
UHTXHVWRUVHUYHU¶V
UHVSRQVHWKDW
FRQWDLQHGWKHGDWD





&DSWXUHG
FXVWRPHUV¶VORJLQ
UHTXHVW

&DSWXUHG
FXVWRPHU¶VYDOLG
VHVVLRQ,'



'DWDDFFHVVHGFUDIWLQJ
WKHVSHFLILF85/IRUWKH
SDJHWKDWSURYLGHV
FXVWRPHU¶VSHUVRQDO
GDWDZKLOHWKHVHVVLRQ
,'ZDVYDOLG





Fig. 9. A fault tree for revealing weak security

the security breach to reach the public. The CORAS UML proﬁle can be used
to document security treatments as use case diagrams. As indicated by Figure
10, we may use the CORAS UML proﬁle to document treatments with regard
to trust in the same way. We have identiﬁed the treatment “public relations
work” to reduce the consequences of negative press coverage, and the treatment
“authentication” to reduce the likelihood of an intruder obtaining illegal access
to customer data.

6

Conclusions

The paper has advocated asset-oriented risk analysis as a means to help defend
existing user trust. The proposed approach deﬁnes user trust as an asset and
makes use of asset-oriented risk analysis to identify threats, vulnerabilities and
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unwanted incidents that may cause a reduction in user trust. Risk analysis targetting user-trust may be based on the same overall process as risk analysis in
the security domain.
Herrmann [11] distinguishes between two principal approaches to integrate
trust values into the process of security risk analysis. In the ﬁrst approach,
the auditing process is extended by considering trust values in the risk level
computation. Simply said, the higher the trust in the good-naturedness of the
involved parties, the lower the likelihood of a successful attack. In the other
approach, the auditing process is kept unchanged and the decision about which
risk can be run and which not, is made dependent on the trust in the parties.
In that case, “an asset owner should be willing to take as greater risks as higher
the belief in the benevolent behaviour of the involved parties is.”
Herrmann’s focus on integrating trust values in the auditing process is clearly
diﬀerent from our use of risk analysis as a means to analyse user trust by interpreting user trust as an asset. Herrmann proposes to express trust relations by
so-called trust values, that were ﬁrst introduced by Jøsang and Knapskog [16].
To accept asset-oriented risk analysis as a means to help defend user-trust
entails accepting asset-oriented risk analysis as means to help build new user
trust or increase already existing user trust. The same techniques that are used
to identify factors that may cause loss of asset value may also be used to identify
factors that may increase the value of assets. In that case, a trust incident is
wanted and may have positive impact mirroring the negative impact in the
“hazard” risk analysis used in this paper.
An interesting issue for further research is the use of modal logic, as for
example in [14], in combination with UML to gain the expressiveness that may
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be required to describe certain trust relevant scenarios. Furthermore, to estimate
frequencies and consequences, we may need a tight integration of methods from
decision psychology, or social science. The methods may vary from user surveys,
to technical assessments and lab experiments.
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