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Abstract STAIRS is a formal approach to system
development with UML 2.1 sequence diagrams that supports
an incremental and modular development process. STAIRS is
underpinned by denotational and operational semantics that
have been proved to be equivalent. STAIRS is more expressive than most approaches with a formal notion of refinement. STAIRS supports a stepwise refinement process under
which trace properties as well as trace-set properties are preserved. This paper demonstrates the potential of STAIRS in
this respect, in particular that refinement in STAIRS preserves adherence to information flow properties as well as
policies.

1 Introduction
The denotational semantics of STAIRS [9,33] is a formalization of the trace semantics for sequence diagrams that is
informally described in the UML 2.1 standard [27]. A trace
is a sequence of event occurrences (referred to as “events”
in the following) ordered by time that describes an execution
history, and the semantics of a sequence diagram is defined
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in the standard by a set of valid traces and a set of invalid
traces.
A system implementation, i.e., an existing system, can be
characterized by the set of traces representing all the possible
runs of the system. Such a representation can serve as a basis
for analysis as well as verification or falsification of different
properties, e.g., safety and security, that the system is supposed to possess or not to possess. Property falsification can
be classified into falsification on the basis of a single trace
and falsification on the basis of a set of traces [25].
Properties that can be falsified on single traces are the kind
of properties that were originally investigated by Alpern and
Schneider [2,35] and include safety and liveness properties.
Properties that can only be falsified on sets of traces are of the
type that McLean [25] referred to as possibilistic properties
and include information flow properties and permission rules
of policies.
In system development with refinement, system documentation is organized in a hierarchical manner. The various
specifications within the hierarchy are related by notions of
refinement. Each refinement step adds details to the specification, making it more concrete and closer to an implementation. This facilitates efficiency of analysis and verification
through abstraction. Moreover, it supports early discovery of
design flaws.
STAIRS distinguishes between two kinds of nondeterminism; namely, underspecification and inherent nondeterminism. Underspecification is a feature of abstraction
and means specifying several behaviors, each representing
a potential alternative serving the same purpose. The fulfillment of only some of them (at least one) is acceptable
for an implementation to be correct. The other kind of nondeterminism is an explicit, inherent non-determinism that
a correct implementation is required to possess. A simple
example is the non-determinism between heads and tails in
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the specification of the game of tossing a coin. An implementation that offers only one of the alternatives is obviously
not correct.
If an abstract system specification does not have the
expressiveness to distinguish between these two kinds of
non-determinism, refinement of trace-set properties is problematic [15,31]. Refinement will typically reduce underspecification and thereby reduce non-determinism. If there is no
way to distinguish the non-determinism that can be reduced
from the non-determinism that should be preserved, we have
no guarantee that trace-set properties are preserved. In that
case, although a trace-set property is verified to hold for the
abstract specification, it may not hold for a system obtained
by refinement from the abstract specification. The potential
of trace-set properties not to be preserved under refinement
is in [16] referred to as the refinement paradox.
The objective of this paper is twofold. Firstly, the paper
presents the semantic foundation of STAIRS. The denotational semantics that captures both underspecification and
inherent non-determinism is presented, along with a
formal notion of refinement that preserves inherent nondeterminism. Secondly and more importantly, the potential of
the expressiveness of STAIRS to capture trace-set properties
and preserve these under refinement is demonstrated within
the domains of information flow security and policy based
management, both of which require this expressiveness.
Generally, secure information flow properties provide a
way of specifying security requirements, e.g., confidentiality,
by selecting a set of domains, i.e., abstractions of real system
entities such as users or files, and then restricting allowed flow
of information between these domains. Many information
flow properties are trace-set properties, and we show that such
properties can be expressed within the STAIRS approach.
Policies define requirements to systems and are typically
used for the management of security, networks, and services.
A policy is defined as a set of policy rules. We show that
some policies are trace-set properties and that they can be
expressed in the STAIRS approach.
As illustrated in Fig. 1, we distinguish between system
specifications (of which a system is a special case) on the one
hand and properties/policies on the other hand. The notion
of refinement relates different levels of abstractions on the
system side and is therefore represented by the vertical arrows
in Fig. 1. Adherence, on the other hand, is depicted by an
arrow relating the left and right sides, and characterizes what
it means for a system specification to fulfill a property/policy.
To the right in Fig. 1, S1 denotes an initial, abstract system specification, whereas S2 and S3 denote refined and more
concrete system specifications. We show that refinement as
defined in STAIRS preserves adherence. Given that the specification S1 adheres to P, and S2 is a refinement of S1 , it
follows by adherence preservation that also S2 adheres to P,
as illustrated by the upper left dashed arrow. The same is

S3
Fig. 1 Preservation of adherence under refinement

the case for refinement of S2 , resulting in the specification
S3 . Moreover, the refinement relation is transitive, so if the
development process begins with the specification S1 , and S1
adheres to P, then adherence is preserved under any number
of refinement steps. Hence, also the specification S3 adheres
to P, which motivates the dashed arrow from the uppermost
adherence relation to the lowermost.
The structure of the paper is as follows. In Sect.2, we give
an overview of the central concepts of the STAIRS approach
and show how these are related to concepts of information
flow security on the one hand and to concepts of policies
on the other hand. In Sect. 3, we give an introduction to
UML 2.1 sequence diagrams and the STAIRS denotational
trace semantics. In Sect. 4, information flow properties are
defined and formalized, information flow property adherence
is defined, and it is shown that information flow property
adherence is preserved under refinement. In Sect. 5, we introduce a syntax and a semantics for specifying policies in the
setting of UML 2.1 sequence diagrams. We formally define
the notion of policy adherence and show preservation of policy adherence under refinement. The results of the paper are
related to other work in Sect. 6. Finally, in Sect. 7, we conclude. There is also an appendix with formal definitions of
some notions and concepts that for the sake of readability are
only defined informally in the main part of the paper.

2 Conceptual overview
The UML class diagram in Fig. 2 depicts the most important
concepts and conceptual relations of relevance to this paper.
In STAIRS, a system specification is given by a UML 2.1
sequence diagram. Semantically, the meaning of a sequence
diagram is captured by a non-empty set of interaction obligations. Each interaction obligation represents one inherent
choice of system behavior. The variation over interaction
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obligations captures the inherent non-determinism that is
required for trace-set properties to be expressed.
Each interaction obligation is defined by a pair of trace
sets, one positive and one negative. The set of positive traces
defines valid or legal alternatives, and may capture underspecification since a correct implementation is only required
to offer at least one of these traces. The set of negative traces
defines invalid or illegal alternatives, and a correct implementation of an interaction obligation will never produce
any of the negative traces. Notice that the positive traces in
one interaction obligation may be negative in other interaction obligations. Hence, the scope of a negative trace is the
interaction obligation in question.
In the UML 2.1 standard, a sequence diagram defines both
valid and invalid traces that correspond to the positive and
negative traces in STAIRS, respectively. The traces that are
neither categorized as positive nor as negative are referred to
as inconclusive. Inconclusive traces represent behavior that
is irrelevant or uninteresting for the specification in question,
at least for the given level of abstraction.
STAIRS relates system specifications via refinement.
Hence, Fig. 2 depicts refinement as a relation between specifications.
The set of interaction obligations defined by a STAIRS
system specification can be understood as a generalization
of the set of traces representing a system; each interaction
obligation must be fulfilled by at least one system run. Trace
properties and trace-set properties in STAIRS are hence captured as properties of interaction obligations and sets of interaction obligations, respectively.
The upper left part of Fig. 2 shows that information flow
property adherence is a relation between an information flow
property and a system specification. Correspondingly, on the

As background to the full treatment of trace-set properties
and adherence, in this section, we give a more mathematical introduction to STAIRS with focus on the denotational
semantics of sequence diagrams and the notion of refinement. We refer to [9,33] for the full treatment. See [21] for
an equivalent operational semantics.
We first present the semantics of sequence diagrams without the STAIRS specific xalt operator that is used to specify
inherent non-determinism. In the cases without the use of xalt,
a single interaction obligation is sufficient. We then address
the general situation with xalt, in which case the semantics of
a sequence diagram becomes a set of interaction obligations.
Finally, we define refinement.
3.1 Sequence diagrams without xalt
STAIRS formalizes UML sequence diagrams, and thus precisely defines the trace semantics that is only informally
described in the UML 2.1 standard. Sequence diagrams specify system behavior by showing how entities interact by the
exchange of messages, where the behavior is described by
traces.
A trace is a sequence of events ordered by time representing a system run. An event is either the transmission or the
reception of a message. In the STAIRS denotational semantics, a message is given by a triple (co, tr, r e) of a message
content co, a transmitter tr , and a receiver r e. The transmitter and receiver are lifelines. L denotes the set of all lifelines
and M denotes the set of all messages. An event is a pair of
a kind and a message, (k, m) ∈ {!, ?} × M, where ! denotes
that it is a transmit event and ? denotes that it is a receive
event. By E, we denote the set of all events, and T denotes
the set of all traces.
The diagram login to the left in Fig. 3 is very basic and has
only two events; the transmission of the message login(id)
on the user lifeline and the reception of the same message
on the server lifeline. The transmit event must obviously
occur before the reception event. The diagram login therefore
describes the single trace !l, ?l of these two events, where l
is a shorthand for the message. Throughout the paper we will
represent a message by the first letter in the message content
for simplicity’s sake.
The diagram request to the right in Fig. 3 shows the sequential composition of the transmission and reception of the two
messages l and r . The order of the events on each lifeline
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is given by their vertical positions, but the two lifelines are
independent. This corresponds to so-called weak sequencing.
Weak sequencing defines a partial ordering of the events of
the diagram, and requires that events on the same lifeline are
ordered sequentially, and that the transmission of a message
is ordered before its reception. For traces t1 and t2 , t1  t2
is the set of traces obtained by their weak sequencing.1 The
weak sequencing in the diagram request, for example, is captured by
!l, ?l  !r, ?r  = {!l, ?l, !r, ?r , !l, !r, ?l, ?r }
The transmission of l is the first event to occur, but after
that, both the reception of l and the transmission of r may
occur. The  operator is lifted to sets of traces T1 and T2 in
a pointwise manner as follows.

def
(t1  t2 )
T1  T2 =
(t1 ,t2 )∈T1 ×T2

Notice that if T1 or T2 is ∅, the result is also ∅.
In the diagram request’ in Fig. 4, we employ a construct
referred to as an interaction use in the UML standard. The
ref operator takes a sequence diagram as operand, which in
this case is the diagram login to the left in Fig. 3. An interaction use is merely shorthand for the contents of the referred
diagram, but is useful as it allows the reuse of the same specification in several different contexts. As a result, the diagram
request’ shows the weak sequencing of the transmission and
reception of the two messages l and r . The diagram request’
is hence semantically equivalent to the diagram request of
Fig. 3.
In fact, the diagram request” of Fig. 5 is also equivalent
to the diagram request. The only difference between request
and request” is that in the latter, weak sequencing of the two
message interchanges is stated explicitly by using the seq
operator.
1

For a formal definition of the weak sequencing operator , see Appendix A.2.
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Generally, a sequence diagram specifies both valid and
invalid behavior that is semantically captured by a pair ( p, n)
of positive and negative traces, respectively. Such pairs are
referred to in STAIRS as interaction obligations. Traces not
specified as positive or negative, i.e., T \( p ∪ n), are referred
to as inconclusive. For both diagrams in Fig. 3, the set of negative traces is the empty set ∅ since no behavior is specified
as negative.
The neg construct may be used to specify behavior as
negative, as exemplified in Fig. 6. This diagram specifies
that following a login failure (positive scenario), the user is
not allowed to retrieve documents from the server (negative
scenario). The diagram is thus the weak sequencing of a positive and a negative scenario. In order to capture this formally,
we lift the weak sequencing operator from sets of traces to
interaction obligations as follows:
def

( p1 , n 1 )  ( p2 , n 2 ) = ( p1  p2 , (n 1  p2 )
∪ (n 1  n 2 ) ∪ ( p1  n 2 ))
Notice that any combination with a negative scenario is
defined as negative.
To see what this definition means for the diagram in Fig. 6,
consider first the negative scenario, i.e., the interaction within
the scope of the neg operator. It defines exactly one negative trace; namely, !r, ?r, !d, ?d. It also defines one positive
trace; namely, the empty trace , indicating that skipping
the behavior specified by the negative scenario is valid. The
interaction obligation corresponding to the negative scenario
is therefore ({}, {!r, ?r, !d, ?d}).
The positive scenario of the diagram, i.e., the interaction
above the neg operator, specifies a single positive trace,
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Fig. 7 Underspecification
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!l, ?l, ! f, ? f , and no negative traces. This gives the following
interaction obligation.
({!l, ?l, ! f, ? f }, ∅)
The semantics of the whole diagram in Fig. 6 is defined by
weak sequencing of the interaction obligations corresponding to its positive and negative scenarios:
({!l, ?l, ! f, ? f }, ∅)  ({}, {!r, ?r, !d, ?d})
This yields an interaction obligation consisting of one positive trace and one negative trace:
({!l, ?l, ! f, ? f }, {!l, ?l, ! f, ? f, !r, ?r, !d, ?d})
The positive traces of the sequence diagram request in
Fig. 3 are equivalent in the sense that they both represent
a valid way of fulfilling the behavior as described by the
diagram. In STAIRS, this kind of non-determinism, often
referred to as underspecification, may also be expressed directly by the alt operator. This is exemplified in the diagram
sendDoc in Fig. 7, where two alternative ways of sending
data from the server to the user is described. Both operands
of the alt operator represent adequate alternatives of fulfilling
the intended behavior of sending two documents to the user.
It is left to the implementer of the server to decide whether
the documents should be sent as one or two messages.
Semantically, the alt operator is captured by the operator
 for inner union. Let ( p1 , n 1 ) and ( p2 , n 2 ) be the interaction obligations corresponding to the two operands of the alt.
The semantics of the overall construct is then captured by
def
( p1 , n 1 )  ( p2 , n 2 ) = ( p1 ∪ p2 , n 1 ∪ n 2 ).
The sendDoc diagram has no negative traces since neither
of the operands of the alt specify negative behavior. On the
other hand, sendDoc has three positive traces, one from the
first operand of the alt and two from the second, since the
interleaving of !d2 and ?d1 is left open.
Notice that a sequence diagram may be specified such
that there is an overlap between the positive and the negative
traces of the interaction obligation ( p, n), i.e., p ∩ n = ∅.
In that case, the positive traces that are also negative are
treated as negative. The valid or legal traces of a specification
are represented by the set p\n and are referred to as the
implementable traces of the interaction obligation.

3.2 Sequence diagrams with xalt
In STAIRS, the alt operator captures non-deterministic
choice in the meaning of underspecification, as already exemplified in Fig. 7. To specify inherent non-determinism, which
may be understood as non-determinism the system is required
to possess, we may use the xalt operator in STAIRS. This
requires, however, a richer semantics. Instead of a single
interaction obligation, we now need a set of interaction obligations to capture the meaning of a sequence diagram.
Figure 8 illustrates the use of the xalt operator. The specification says that the user can either retrieve data from or
store data on the server. Importantly, the server must offer
both alternatives.
Semantically, the xalt operator corresponds to ordinary
union of the sets of interaction obligations for its operands.
Since neither of the operands of this particular example have
occurrences of xalt, they are singleton sets. The xalt construct then denotes the union of the two sets, i.e., {({!r, ?r,
!d, ?d}, ∅), ({!s, ?s, !o, ?o}, ∅)}.
The semantics of sequence diagrams is defined by a function   that for any given diagram d yields a set  d  =
{( p1 , n 1 ), . . . , ( pm , n m )} of interaction obligations. It is formally defined as follows.
Definition 1 Semantics of sequence diagrams.
def

 e  = {({e}, ∅)} for any e ∈ E

def 
 seq[d1 , d2 ]  = o1  o2 | o1 ∈  d1  ∧ o2 ∈  d2 

def 
 neg[d]  = ({}, p ∪ n) | ( p, n) ∈  d 

def 
 alt[d1 , d2 ]  = o1  o2 | o1 ∈  d1  ∧ o2 ∈  d2 
def

 xalt[d1 , d2 ]  =  d1  ∪  d2 
3.3 Refinement
Refinement means adding information to a specification such
that the specification becomes more complete and detailed.
This may be achieved by reducing underspecification through
redefining previously positive traces as negative or by redefining previously inconclusive traces as negative.
In STAIRS [9], there are also more general notions of
refinement in which, for example, inconclusive traces may be
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redefined as positive. These more general notions of refinement are mainly of relevance in very specific phases of system
development and are not considered in this paper.
Refinement facilitates analysis through abstraction, but for
analysis at an abstract level to be meaningful, the analysis
results must be preserved under refinement. The refinement
relation should also be transitive so as to support a stepwise
development process ensuring that the final, most complete
specification is a valid refinement of the initial specification.
Modularity of the development process should also be supported by monotonicity of the composition operators with
respect to refinement.
By ( p, n)  ( p , n ), we denote that the interaction obligation ( p , n ) is a refinement of the interaction obligation
( p, n). Formally, refinement of interaction obligations is
defined as follows.
Definition 2 Refinement of interaction obligations.
def

( p, n)  ( p , n ) = (n ⊆ n ) ∧ ( p ⊆ p ∪ n ) ∧ ( p ⊆ p)
This means that in a refinement step, both inconclusive and
positive traces can be redefined as negative. Once negative, a
trace remains negative, while a positive trace cannot become
inconclusive.
The variation over positive traces of an interaction obligation may reflect variations over the design choices under
consideration. At later phases of the development, when the
system in question is better understood and the specification is more complete, design choices are made by redefining some of the previously positive traces as negative. The
negative traces of an interaction obligation explicitly state
that these traces are held as invalid or illegal alternatives
for fulfilling the interaction obligations. Hence, when design
alternatives become more explicit through refinement, the
negative traces remain negative.
For sequence diagrams d and d , refinement is defined as
follows.
Definition 3 Refinement of sequence diagrams.
def

[[ d ]]  [[ d ]] =
∀o ∈ [[ d ]] : ∃o ∈ [[ d ]] : o  o ∧
∀o ∈ [[ d ]] : ∃o ∈ [[ d ]] : o  o
By this definition, all interaction obligations of a specification must be represented by an interaction obligation in the
refined specification, and adding interaction obligations that
do not refine an interaction obligation of the abstract level is
not allowed. This ensures that the inherent non-determinism
expressed by the variation over interaction obligations is persistent through refinement.
Since trace-set properties are expressed as properties of
sets of interaction obligations in STAIRS, the refinement
relation ensures that trace-set properties are preserved under
refinement by the preservation of interaction obligations.
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The following theorem implies that the refinement relation
supports a stepwise development process.
Theorem 1 The refinement relation is transitive and reflexive. Formally, for all sequence diagrams d1 , d2 , and d3 ,
[[ d1 ]]  [[ d2 ]] ∧ [[ d2 ]]  [[ d3 ]] ⇒ [[ d1 ]]  [[ d3 ]]
[[ d1 ]]  [[ d1 ]]
For a formal proof of the theorem, see [34].
The following set of monotonicity results is established in
[34]. These are important since they imply that the different
parts of a sequence diagram can be refined separately.
Theorem 2 If [[ d1 ]]  [[ d1 ]] and [[ d2 ]]  [[ d2 ]], then
the following holds.
[[ neg[d1 ] ]]  [[ neg[d1 ] ]]
[[ seq[d1 , d2 ] ]]  [[ seq[d1 , d2 ] ]]
[[ alt[d1 , d2 ] ]]  [[ alt[d1 , d2 ] ]]
[[ xalt[d1 , d2 ] ]]  [[ xalt[d1 , d2 ] ]]
A sequence diagram is specified by composing subdiagrams using the various operators. The monotonicity
result, along with reflexivity, ensures that refinement of the
sub-diagrams in isolation results in a valid refinement of the
diagram as a whole. Moreover, the transitivity result means
that each separate part of the sequence diagram can be subject to any number of refinement steps in order to refine the
whole specification.

4 Secure information flow properties
Secure information flow properties impose requirements on
information flow between different security domains. The
underlying idea is that an observer residing in one security domain (call it low) shall not, based on its observations,
be able to deduce whether behavior associated with another
security domain (call it high) has, or has not occurred. Such
requirements are referred to as secure information flow properties (or information flow properties for short).
Example 1 Suppose we require that the low-level user
(:UserL) of Fig. 9 should not be able to deduce that the highlevel user (:UserH) has done something. In the worst case, the
low-level user has complete knowledge of the specification
DS. If the low-level user makes an observation, he can use
this knowledge to construct the set of all the positive traces
that are compatible with that observation (the low-level
equivalence set). He can conclude that one of the traces in
this set has occurred, but not which one.
With respect to Fig. 9, the low-level user can make three
observations: !s, ?o, , and !s, ?e. If the observation
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Fig. 9 Document storage and retrieval

!s, ?o is made, he can conclude that either the trace describing the top-most scenario of Fig. 9 has occurred or that one of
the traces describing the lower-most scenario has occurred.
The trace of the top-most scenario does not contain any
events of the high-level user. Therefore, the low-level user
cannot conclude with certainty that the high-level user has
done something when the observation !s, ?o is made. However, if the low-level user makes the observation !s, ?e, he
can conclude with certainty that the high-level user has done
something. This is because the low-level user receives an
error message only when storing a document at the same
time as the high-level user is attempting to retrieve the same
document. Similarly, when observation  is made, the lowlevel user knows for sure that the high-level user has done
something. Hence, DS is not secure w.r.t. our requirement.
4.1 Capturing information flow properties
The above example indicates that we need two ingredients
to define precisely what is meant by an information flow
property:
– a notion of high-level behavior that should always be a
possibility, which we represent by a predicate H ∈ T →
Bool on traces; (this predicate may, as in the previous
example, characterize all traces in which a high-level user
has not done something);
– a set L ⊆ E of low-level events that can be observed by
the low-level user.

Intuitively, a system adheres to an information flow property (L , H ) if for each trace t of the system, there is a system
trace t that satisfies H and is low-level equivalent to t. We
say that two traces are low-level equivalent iff they cannot
be distinguished by the observations made by the low-level
user.
Let S be a system specification and suppose the low-level
user has complete knowledge of S. The low-level user may
then, for each (low-level) observation he can make of the
system, use S to construct the set that contains traces that
are compatible with that observation. He will know that one
of the traces in this set has occurred, but not which one.
However, if each trace that is compatible with a given (lowlevel) observation fulfills H , he can conclude with certainty
that a high-level behavior has occurred.
This is illustrated in Fig. 10, where the outer rectangle
depicts the set of all traces T . The ellipses depict the sets of
positive traces in S that are compatible with the observations
the low-level user can make of the system. The low-level
observations are described by the traces l1 , l2 , and l3 of lowlevel events, so for all positive traces t in S, t is compatible
with one of the observations l1 , l2 , or l3 . The dashed rectangle H depicts the high-level behavior. In this case, the set of
traces compatible with the low-level observation l2 is a subset of the high-level behavior. Hence, if the low-level user
observes l2 , he knows with certainty that high-level behavior
has taken place.
Likewise, if H is disjoint from a set of traces compatible
with a low-level observation, the low-level user may with
certainty deduce that no behavior characterized by H has
taken place. In this case, information flows from the highlevel domain to the low-level domain since the low-level user
knows that the high-level behavior has not been conducted.
This is illustrated in Fig. 10 by the low-level observation
l3 . Since all positive traces of S that are compatible with l3 are
not in H , the low-level user knows for sure that no high-level
behavior has taken place by observing l3 .
To prevent the low-level user from deducing that highlevel behavior has occurred or that high-level behavior has
not occurred, there must for each low-level observation exist
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l3

Fig. 11 No observation of high-level behavior

both a compatible trace within H and a compatible trace
within its complement H .
This is illustrated in Fig. 11. For example, by observing the
trace l1 of low-level events, the low-level user cannot deduce
whether or not high-level behavior has occurred since l1 is
compatible with both possibilities.
Example 2 The requirement of Example 1 is captured by
the security property known as non-inference [28]. In order
to formalize non-inference, we distinguish between the set
L of events that, as already mentioned, can be observed by
the low-level user and the set C of events that should be
considered confidential, i.e., L ∩ C = ∅.
Non-inference may now be captured by the information
flow property (L , H ), where the high level predicate is specified as follows.
def

H (t) = C S t = 
For a trace t and a set of events E, the filtering operation E S t
yields the trace obtained from t by filtering away every event
not contained in E.2
In some cases, it is necessary to distinguish between
several high-level behaviors in order to capture adequate
information flow properties. Since the low-level user has full
knowledge of the specification S, he may, for example, identify a subset H of the high-level behavior characterized by
H in which a specific high-level behavior is conducted, e.g.,
document retrieval. In Fig. 12, the set H is within the intersection of H and the traces compatible with l2 . By observing l1 or l3 , the low-level user can deduce with certainty
that high-level behavior that fulfills H has not occurred. In
order to prevent this, we may specify a set of predicates, each
characterizing a high-level behavior, and require that each of
them are compatible with all low-level observations.
As a further illustration of the need to operate with a set of
high-level behaviors, suppose we want to prevent a low-level
user from deducing which login password has been chosen
by a high-level user. The set H that characterizes all traces
in which the high-level user has not chosen a password can
2

S , see Appendix A.1.
For a formal definition of the filtering operator 
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Fig. 12 Observing that high-level behavior has not occurred

H1

H2

H3
l1

l2

l3

Fig. 13 Several high-level behaviors

be used to prevent the low-level user from deducing that
some password has been selected, but we may be satisfied by
preventing the low-level user from deducing which password
has been selected. In that case, we need a predicate H for each
password that can be selected.
This is illustrated in Fig. 13, where we distinguish between
three different high-level behaviors, H1 , H2 and H3 . The
low-level user can make three different observations, and
in each case may deduce that a high-level behavior has been
conducted. However, the low-level user cannot deduce which
one, since each of the observations l1 , l2 , and l3 is compatible
with all three high-level behaviors.
In the general case, we specify the high-level behaviors by
a predicate on traces parameterized over the set of all traces,
H ∈ T → (T → Bool). Hence, the set of traces t that
fulfill the predicate H (t) characterizes a specific high-level
behavior dependent on t.
In some cases we may wish to impose requirements on
information flow only if certain restrictions hold. We may,
for example, wish to only prevent the low-level user from
deducing that a particular document has been stored on a
server if the low-level user has not been granted privileges
to deduce this. Or we may wish to only prevent the lowlevel user from deducing that confidential events have not
occurred if the occurrence is not influenced by the behavior
of the low-level user. The latter assumption, for example,
is made in the definition of the so-called perfect security
property [44].
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H(t2)
t1
t2

R(t1)

Fig. 14 Security requirement with restriction

Formally, the restriction is also specified by a predicate
on traces parameterized over the set of all traces, R ∈ T →
(T → Bool). The idea is that if the low-level user makes the
low-level observation corresponding to a trace t, we are then
only concerned about the high-level behaviors of relevance
for t, which are those generated from the traces that fulfill
the restriction predicate R(t).
This is illustrated in Fig. 14. The solid ellipse depicts the
set that contains traces that are compatible with the lowlevel observation of the trace t1 , and the dashed rectangle
represents those traces that are not high-level behaviors with
respect to t2 . By observing the trace t1 , the low-level user can
deduce with certainty that high-level behavior as characterized by H (t2 ) has not occurred.
Suppose, now, that the trace t2 for some reason or another
is not relevant when trace t1 has occurred. Then the predicate
R(t1 ) can be used to express this by defining R(t1 )(t2 ) ⇔
False. Hence, with respect to the observation t1 , the trace t2
is not held as relevant for the security requirement in question. With this weakening of the requirement, the situation
depicted in Fig. 14 illustrates a secure case.
To summarize, inspired by [22], we specify a basic information flow property by a triple (R, L , H ) of a restriction
predicate R ∈ T → (T → Bool), a set of low-level events
L ∈ E, and a high-level predicate H ∈ T → (T → Bool).
Intuitively, a system adheres to a basic information flow property (R, L , H ) if, for any trace t1 , the system is secure with
respect to any high-level predicate H (t2 ) such that R(t1 )(t2 ),
i.e. any high-level predicate H (t2 ) of relevance for t1 . We
specify an information flow property by a set P of such
triples, each specifying a basic information flow property.
Example 3 In the following, we demonstrate how to specify
an information flow property using the approach introduced
above.
Assume we want to capture the following property: the
low-level user should not be able to deduce (A) whether
high-level behavior has occurred and (B) whether a particular
high-level behavior has not occurred.
We formalize the requirements (A) and (B) by the triples
(R A , L , H A ) and (R B , L , H B ), respectively. Let L ⊆ E be
the set of events that has the low-level user as transmitter or

receiver, and C ⊆ E be the set of confidential events, i.e., the
events that have the high-level user as transmitter or receiver.
For simplicity’s sake, we assume that L ∪ C = E. The triple
(R A , L , H A ), may then be specified as in Example 2 with
R A (t1 )(t2 ) ⇔ True for all traces t1 , t2 .
Requirement (B) asserts not only the occurrence of highlevel events as confidential, but also the particular sequence
of high-level events in a trace. This means that we must also
take relative timing into consideration. The traces l, c and
c, l (where l ∈ L and c ∈ C), for example, should not be
considered equal at the high-level since c occurs at different
points in the two traces.
We specify H B in terms of a function h ∈ T → T
that yields the sequence of high-level events of a trace in
which relative timing is reflected. h(t) is defined as the trace
obtained from t by replacing each low-level event in t by a
dummy event. The trace is truncated at the point in which
the last high-level event occurs. Formally, the function h is
defined by the following conditional equations.
h()
=
=
C S t =  ⇒ h(t)
e∈L
⇒ h(e  t) =
e∈
/L
⇒ h(e  t) =



√
   h(t)
e  h(t)

Let us say, for example, that the events occurring on the
:UserH lifeline in Fig. 9 are high-level and that all other
events are low-level. For the uppermost scenario, we then
have h(!s, ?s, !o, ?o) = . The lowermost scenario is specified by a parallel composition of two sub-scenarios that
yields all possible interleavings as its semantics. The following are two examples of high-level sequences in which
timing is considered.
√ √
√ √ √√
h(!s, ?s, !r, !o, ?r, ?o, !d, ?d) =  , , !r, , , , , ?d
√ √ √ √
h(!r, !s, ?r, !d, ?s, ?d, !o, ?o) = !r, , , , , ?d
With the help of h, H B may then be specified as follows.
def

H B (t)(t ) = h(t) = h(t )
The restriction is that we are only concerned about the
high-level behaviors that are not influenced by the low-level
user. This means that we are only interested in those traces t2
for which there exists a trace t1 with a common prefix with t2
and whose first deviation from t1 involves a high-level event.
This restriction may be formalized as follows.
def

R B (t1 )(t2 ) =
∃t ∈ T : ∃e ∈ C : t  t1 ∧ t e  t2 ∧ t e 
/ t1
The expression t  t yields true iff t is a prefix of or equal
to t.3 If low-level behavior influences high-level behavior—
for example, if low-level events are recorded at the highlevel—the knowledge of this high-level behavior does not
For a formal definition of the prefix relation  and its negation /,
see Appendix A.1.
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represent a security breach since it is information flow that
is already allowed. In the specification of the predicate R B ,
these situations are ruled out.
The triple (R B , L , H B ) requires that all observations the
low-level user can make of the system are compatible with
all possible sequences of high-level events in which relative
timing is taken into consideration, provided the high-level
behavior is not influenced by the low-level user.

sd S
:UserL
xalt

:Server

store(doc1)
ok

store(doc1)

( p,n)∈[[S]]

Definition 4 Adherence to basic information flow property
(R, L , H ) of system specification S.
def

(R, L , H ) →a S =
∀t1 , t2 ∈ 
S : R(t1 )(t2 ) ⇒
∃( p, n) ∈ [[ S ]] : ∀t3 ∈ ( p\n) : L S t1 = L S t3 ∧ H (t2 )(t3 )
Observe firstly that this definition captures the requirement that a basic information flow property applies only for
high-level properties of relevance for t1 , i.e., those H (t2 ) such
that the antecedent R(t1 )(t2 ) is satisfied. Secondly, adherence to a basic information flow property is assured not
by a single trace, but by an interaction obligation ( p, n).
Since interaction obligations are preserved by refinement, so
is adherence. In summary, R(t1 ) identifies the set of highlevel behaviors of relevance for t1 . To make sure that each
of these high-level behaviors of relevance are fulfilled by the
specification and maintained through later refinements, there
must exist for each behavior an interaction obligation whose
implementable traces all fulfill the high-level behavior and
are indistinguishable from t1 for the low-level user.
Adherence to an information flow property is now defined
as follows.
Definition 5 Adherence to an information flow property P
of system specification S.
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retrieve(doc1,doc2)

ok
ref

4.2 Information flow property adherence
So far we have explained what it means for a system to adhere
to an information flow property. In the following, we formally
define what it means for a specification that is preserved under
refinement to adhere to an information flow property.
Adherence of a system specification S to an information
flow property P means that the specification S satisfies the
given property, i.e., S is secure w.r.t the set P of basic information flow properties. This is captured by the adherence
relation →a and denoted P →a S. In order to formally
define this relation, we first define what it means that a system specification adheres to a basic information flow property
(R, L , H ) ∈ P, denoted (R, L , H ) →a S. In the following,
we let 
S denote the set of all implementable traces of the
specification S, i.e.,


p\n
S=

:UserH

sendDoc

Fig. 15 System specification
def

P →a S = ∀(R, L , H ) ∈ P : (R, L , H ) →a S
Example 4 Consider the system specification S depicted in
Fig. 15 showing low-level users and high-level users interacting with a server. The referred diagram sendDoc is depicted
in Fig. 7, where :User is substituted by :UserH.
Assume that the property of non-inference as expressed in
Example 2 is imposed as a requirement. In this example, L
(resp. C) is the set of events that has :UserL (resp. :UserH)
as transmitter or receiver.
The semantics of the specification in Fig. 15 is given by
two interaction obligations in which there are no negative
traces. The interaction obligation of the upper operand of the
xalt operator consists of the singleton set {!s, ?s, !o, ?o} of
positive traces, where the low-level user observes the trace
!s, ?o. The interaction obligation of the lower operand consists of several positive traces, all of which have high-level
events and are observed as !s, ?o by the low-level user.
Adherence is ensured by the former interaction obligation.
Its only trace has no high-level events and is low-level equivalent to all positive traces in the specification.
Definition 4 demonstrates the STAIRS expressiveness to
capture trace-set properties. Information flow property adherence requires the existence of an interaction obligation, the
positive traces of which all comply with the high-level behavior. Adherence to an information flow property cannot be falsified by a single interaction obligation since compliance to
the high-level behavior may be ensured by other interaction
obligations of the specification.
4.3 Preservation of information flow properties under
refinement
As illustrated in Fig. 1, where an information flow property is
depicted to the left and refinements of system specifications
are depicted to the right, the refinement relation preserves
information flow property adherence. This result is captured
by the following theorem.

Adherence preserving refinement of trace-set properties in STAIRS

Theorem 3 Preservation of information flow property
adherence under refinement.

sd sendDoc2
:User

P →a S1 ∧ S1  S2 ⇒ P →a S2
Proof Assume P →a S1 and S1  S2 . Prove P →a S2 .
Let t1 and t2 be any elements of S2 such that R(t1 )(t2 ). By
Definition 3 and the assumption that S1  S2 , t1 , t2 ∈ S1 .
Since R(t1 )(t2 ) and P →a S1 by assumption, ∃( p, n) ∈ S1 :
∀t ∈ ( p\n) : L S t1 = L S t ∧ H (t2 )(t).
By Definition 3, ∃( p , n ) ∈ S2 : ( p, n)  ( p , n ). By
Definition 2, ( p \n ) ⊆ ( p\n), so ∀t ∈ ( p \n ) : L S t1 =

L S t ∧ H (t2 )(t ), i.e., P →a S2 as desired. 
Importantly, by Theorem 3, if adherence is verified at an
abstract level, this need not be verified again at the refined
levels. Hence, STAIRS does not suffer from the so-called
refinement paradox [15,16] in which trace-set properties are
not preserved under refinement. In the following, we explain
in more detail why this is so.
Underspecification arises when a term has several valid
interpretations. The standard notion of refinement by underspecification [11] states that a system specification S describing a set of traces T is a refinement of a system specification
S describing a set of traces T iff T ⊆ T .
Intuitively, there are at least as many implementations that
satisfy S as there are implementations that satisfy S . In this
sense, S describes its set of implementations more accurately
than S, i.e., S is equally or less abstract than S. Adherence
to secure information flow properties is, however, in general
not preserved under this standard notion of refinement.
A system is secure with respect to an information flow
property P if for all traces t1 and t2 such that R(t1 )(t2 ), there
is a non-empty set of traces fulfilling H (t2 ). However, by
defining refinement as set inclusion, there is no guarantee
that a given refinement will keep any of the traces described
by H (t2 ) at the abstract level. Hence, information flow properties are in general not preserved by the standard notion of
refinement.
Intuitively, the cause of the problem is that information
flow properties depend on unpredictability. The strength of
one’s password, for example, may be measured in terms of
how hard it is for an attacker to guess the chosen password.
The demand for the presence of traces fulfilling H (t2 ) may be
seen as a requirement of unpredictability, but traces that provide this unpredictability may be removed during refinement
(if we use the standard notion). This motivates Definition 4
of adherence to a basic security predicate in which the distinction between underspecification and unpredictability is
taken into consideration by requiring the existence of an
interaction obligation whose non-negative traces all fulfill
H (t2 ). The STAIRS expressiveness to specify inherent nondeterminism as variation over interaction obligations captures this. Furthermore, the preservation of this variation

alt

refuse

:Server
doc1,doc2

doc1
doc2

Fig. 16 Refined interaction

under refinement ensures preservation of information flow
property adherence, as formalized by Theorem 3.
Example 5 We showed in Example 4 that the system specification S depicted in Fig. 15 adheres to the information flow
property of non-inference. Assume, now, a specification S
in which sendDoc of Fig. 7 is replaced with sendDoc2 of
Fig. 16.
The refuse operator is introduced in STAIRS as a variant of
the UML neg operator. Semantically, the difference from neg
is that rather than defining the singleton set {} of the empty
trace as positive, refuse yields the empty set ∅ as the set of
positive traces. Introducing the refuse operator is motivated
by the fact that the neg operator is ambiguously defined in
the UML standard. See [32] for further details on this issue.
In sendDoc2, the alternative of sending the two requested
documents as separate messages, which is positive in sendDoc, is specified as negative. It is easy to see that sendDoc 
sendDoc2. By the monotonicity results of Theorem 2, since
sendDoc  sendDoc2, then also S  S .
By the same observations as in Example 4, it can be verified that for each positive trace of the specification, there
exists an interaction obligation whose traces are low-level
equivalent and have no high-level events. Again, the upper
operand of the xalt operator ensures adherence to the property
of non-inference.

5 Policies
During the last decade, policy based management of information systems has been subject to increased attention, and several frameworks (see e.g., [38]) have been introduced for the
purpose of policy specification, analysis, and enforcement.
At the same time, UML 2.1 has emerged as the de facto
standard for the modeling and specification of information
systems. However, the UML offers little specialized support
for the specification of policies and for the analysis of policies
in a UML setting.
In the following sections, we suggest how the UML
in combination with STAIRS can be utilized for policy
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specification. Furthermore, given a UML specification of a
system for which a policy applies, we formally express what
should be the relation between the policy specification and
the system specification, i.e., we formally define the relation
of policy adherence.
In Sect. 5.1, we introduce the syntax and semantics of
our sequence diagram notation for policy specification. In
Sect. 5.2, we define the notion of policy adherence for system
specifications and show that policy adherence involves traceset properties. In Sect. 5.3, preservation of adherence under
refinement is addressed.

rule read

sd userRegistered

:User

:Server

trigger

:User
alt

:Server

register(id)
ok

ref

userRegistered
login(id)

account(id)

permission
retrieve(doc1,doc2)
ref

sendDoc

5.1 Specifying policies
A policy is defined as a set of rules governing the choices in
the behavior of a system [37]. A key feature of policies is that
they “define choices in behavior in terms of the conditions
under which predefined operations or actions can be invoked
rather than changing the functionality of the actual operations themselves” [38]. This means that the potential behavior of the system generally spans wider than that which is
prescribed by the policy, i.e., the system can potentially violate the policy. A policy can therefore be understood as a set
of normative rules. In our approach, each rule is classified
as either a permission, an obligation, or a prohibition. This
classification is based on standard deontic logic [26], and several of the existing approaches to policy specification have
language constructs of such a deontic type [1,17,37,40,43].
This categorization is furthermore used in the ISO/IEC standardized reference model for open, distributed processing
[14].
In [39], we evaluate UML sequence diagrams as a notation for policy specification. It is argued that although the
notation is to a large extent sufficiently expressive, it is not
optimal for policy specification. The reason for this lies heavily in the fact that the UML has no constructs customized for
expressing the deontic modalities. In this section, we extend
the sequence diagram syntax with constructs suitable for policy specification, and we define their semantics.
In our notation, a policy rule is specified as a sequence
diagram that consists of two parts; a triggering scenario and
a deontic expression. The notation is exemplified with the
permission rule read in Fig. 17. The diagram captures the
rule, stating that by the event of a valid login, the user is
permitted to retrieve documents from the server, provided
the user is a registered user.
The triggering scenario is captured with the keyword
trigger, and the scenario must be fulfilled for the rule to
apply. This is exemplified by the diagram userRegistered
followed by the message login(id) in Fig. 17. Observe that in
userRegistered, there are two alternative ways for a user to
be registered. Either the user registers on personal initiative
by sending a message with a chosen user id, or the server
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creates an account and sends the user id to the user. With
respect to the rule in question, the two alternatives are considered equivalent.
The specification of a triggering scenario can be understood as a variant of a triggering event that is often used in
policy specification [37]. By specifying the policy trigger as
an interaction, the circumstances under which a rule applies
can be expressed both as a simple message or as a more
complex scenario that must be fulfilled.
Notice that we allow the trigger to be omitted in the specification of a policy rule. In that case, the rule applies under
all circumstances and is referred to as a standing rule.
The behavior that is constrained by the rule is annotated
with one of the keywords permission, obligation, or prohibition,
where the keyword indicates the modality of the rule. In the
example, the interaction describing document retrieval from
the server by the user is specified as a permission. Two alternative ways of sending the document from the server to the
user are specified as depicted in the referred diagram sendDoc of Fig. 7. Since the rule in Fig. 17 is a permission, the
behavior specified in the body is defined as being permitted.
By definition of a policy, a policy specification is given as a
set of rules, each rule specified in the form shown in Fig. 17.
The proposed extension of the UML 2.1 sequence diagram
notation to capture policies is modest and conservative, so
people who are familiar with the UML should be able to
understand and use the extended notation. Furthermore, all
the constructs that are available in the UML for specification
of sequence diagrams can be freely used in the specification
of a policy rule.
In this paper, we do not consider refinement of policy specifications, only refinement of system specifications expressed
in STAIRS. We assume that the policy specification is the
final, complete specifications to be enforced. In that case, all
behavior that is not explicitly specified as positive is negative,
i.e., there are no inconclusive traces. Since ( p ∪ n) = T in
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the cases of complete specifications, it suffices to refer only
to the set of positive traces p in the semantics of the policy
specifications.
The semantics of a specification of a policy rule is captured
by a tuple (dm, A, B), where dm ∈ { pe, ob, pr } denotes the
deontic modality, A denotes the traces representing the triggering scenario, and B denotes the traces representing the
behavior. For the special case of a standing policy rule, i.e.,
a rule in which the trigger is omitted and that applies under
all circumstances, the semantics A of the triggering scenario
is the set of all traces T . Since a policy specification is a set
of policy rule specifications, the semantics of a policy specification is given by a set P = {r1 , . . . , rm }, where each ri is
a tuple capturing the semantics of a policy rule specification.

5.2 Policy adherence
In order to fully understand the meaning of a policy specification, it is crucial to understand what it means that a given
system specification S adheres to a policy specification P.
In the following, we define this adherence relation, denoted
P →a S. We assume a STAIRS system specification with
sequence diagrams and let [[ S ]] denote the STAIRS semantics of the specification, i.e., [[ S ]] is a set of interaction
obligations.
If a policy rule specification is triggered at some point in a
system run, the rule imposes a constraint on the continuation
of the execution. An obligation requires that for all continuations, the behavior specified by the rule must be fulfilled,
whereas a prohibition requires that none of the continuations
may fulfill the behavior. Hence, adherence to obligations and
prohibitions are trace properties since they can be falsified on
a single trace. A permission, on the other hand, requires the
existence of a continuation that fulfills the behavior. In order
to falsify adherence to a permission, all continuations must
be checked, so permissions represent trace-set properties. As
we shall see, these trace properties and trace-set properties
are generalized to properties of interaction obligations and
sets of interaction obligations, respectively, in STAIRS system specifications.
Generally, a policy specification refers only to the system behavior of relevance for the purpose of the policy,
which means that there may be scenarios described in
the system specification that are not mentioned in the
policy specification. For the same reason, scenarios of the
system specification may be only partially described in
the policy specification. Consider, for example, the diagram
userRegistered of the trigger in Fig. 17. For a system specification to fulfill this scenario, there must exist a scenario in
the system specification in which userRegistered is a subscenario. Assume that the diagram in Fig. 18 is the system specification of the registration of a new user. The

Fig. 18 User registration

sd register
:User

:Server

register(id)
ok

test(id)

user signs up with an id, typically a chosen username and
password, after which the server tests the id, e.g., to ensure
that the username is unique and that the password conforms
to some rules. Since the trace of events representing register
contains the trace of events representing one of the alternatives specified in userRegistered, userRegistered is a subscenario of register, i.e., register represents a fulfillment of
userRegistered.
The fulfillment of one scenario by another is captured by
the sub-trace relation . The expression t1  t2 evaluates to
true iff t1 is contained in t2 . We say that t1 is a sub-trace of t2
and that t2 is a super-trace of t1 . We have, for example, that
!r, ?r, !o, ?o  !r, ?r, !c, ?c, !o, ?o
where the sub-trace is an element of the positive traces of
userRegistered, and the super-trace is an element of the positive traces of register.4
We generalize  to handle trace sets in the first argument.
For a trace t to fulfill a scenario represented by a trace set T ,
there must exist a trace t ∈ T such that t  t, denoted T  t.
Formally,
def

T  t = ∃t ∈ T : t  t
The negated relation / is defined by the following:
def

t1 / t2 = ¬(t1  t2 )
def

T / t = ¬∃t ∈ T : t  t
For a policy rule (dm, A, B), we may now define what it
means that an interaction obligation triggers the rule. Intuitively, an interaction obligation ( p, n) triggers the given rule
if some of the implementable traces p\n fulfill the triggering
scenario A. This is formally captured by the following
definition.
Definition 6 The rule (dm, A, B) is triggered by the interaction obligation ( p, n) iff
∃t ∈ ( p\n) : A  t
Notice that since the semantics of the triggering scenario
is A = T for standing rules, these rules are trivially triggered by all interaction obligations with a non-empty set of
implementable traces.
4

For a formal definition of the sub-trace relation , see Appendix A.3.
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sd login

sd S

sd store

:User

ref

register

:Server

:User

login(id)

ok

verify(id)

ref

login

:Server

store(doc)

loginOk(id)

xalt
sd retrieve

ref

retrieve

ref

store

sd logout

:User

:Server

retrieve(doc1,doc2)
ref

ref

:User

:Server

logout(id)

sendDoc

logout

Fig. 20 System interactions

Fig. 19 System specification

Definition 7 Adherence to policy rule of system specification S.
def

Example 6 The triggering of a rule is exemplified by the
interaction overview diagram in Fig. 19 depicting a system specification. Semantically, the system specification S
defines two interaction obligations:
{o1 } = [[ register ]]  [[ login ]]  [[ retrieve ]]  [[ logout ]]

−( pe, A, B) →a S =
(∃( pi , n i ) ∈ [[ S ]] : ∃t ∈ ( pi \n i ) : A  t) ⇒
∃( p j , n j ) ∈ [[ S ]] : ∀t ∈ ( p j \n j ) : (A  B)  t
def

−(ob, A, B) →a S =
∀( p, n) ∈ [[ S ]] : ∀t ∈ ( p\n) : A  t ⇒ (A  B)  t
def

{o2 } = [[ register ]]  [[ login ]]  [[ store ]]  [[ logout ]]
As explained above, register fulfills userRegistered of the
rule read in Fig. 17. It is furthermore easy to see that login of
Fig. 20 fulfills the remainder of the triggering scenario, so the
composition [[ register ]]  [[ login ]] fulfills the triggering
scenario of the permission rule. Hence, both o1 and o2 trigger
the permission rule.
If a system specification S adheres to a permission rule
( pe, A, B), whenever the rule is triggered by an interaction
obligation ( p, n) ∈ [[ S ]], there must exist an interaction
obligation ( p , n ) ∈ [[ S ]] that triggers the same rule and
also fulfills the permitted behavior. On the other hand, if
S adheres to an obligation rule (ob, A, B), and the rule is
triggered by an interaction obligation ( p, n) ∈ [[ S ]], ( p, n)
must fulfill the behavior. Finally, if S adheres to a prohibition
rule ( pr, A, B), and the rule is triggered by an interaction
obligation ( p, n) ∈ [[ S ]], ( p, n) must not fulfill the behavior.
As an example, consider again the permission rule read
in Fig. 17 and the system specification given by the interaction overview diagram in Fig. 19 that triggers the rule. It is
easy to see that interaction obligation o1 fulfills the permitted
behavior by the diagram retrieve in Fig. 20. As before, fulfillment of one scenario by another is defined by the sub-trace
relation.
Formally, policy adherence is defined as follows.
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−( pr, A, B) →a S =
∀( p, n) ∈ [[ S ]] : ∀t ∈ ( p\n) : A  t ⇒ (A  B)/ t
With these definitions of adherence to policy rules, we
define adherence to a policy specification as follows.
Definition 8 Adherence to policy specification P of system
specification S.
def

P →a S = ∀r ∈ P : r →a S
5.3 Preservation of policy adherence under refinement
The property of adherence preserving refinement is desirable,
since it implies that if adherence is verified at an abstract level,
adherence is guaranteed for all refinements and need not be
verified again.
In order to formally prove that policy adherence is
preserved under refinement, we must prove preservation of
adherence under refinement for each kind of policy rule.
Theorem 4 Preservation of policy adherence under refinement.
(a) ( pe, A, B) →a S1 ∧ S1  S2 ⇒ ( pe, A, B) →a S2
(b) (ob, A, B) →a S1 ∧ S1  S2 ⇒ (ob, A, B) →a S2
(c) ( pr, A, B) →a S1 ∧ S1  S2 ⇒ ( pr, A, B) →a S2

Adherence preserving refinement of trace-set properties in STAIRS

Proof To prove (a), assume ( pe, A, B) →a S1 and S1  S2 .
Prove ( pe, A, B) →a S2 .
Let ( pi , n i ) be any element of [[ S2 ]] such that there exists
t ∈ ( pi \n i ) and A  t. The permission rule is then triggered
by ( pi , n i ), and we need to prove that there is an element
( p j , n j ) ∈ [[ S2 ]] that triggers the same rule and that also
fulfills the permitted behavior.
By Definition 3, ∃( pi , n i ) ∈ [[ S1 ]] : ( pi , n i )  ( pi , n i ).
By Definition 2, pi ⊆ pi and n i ⊆ n i . Hence, t ∈ ( pi \n i ),
and ( pi , n i ) triggers the permission rule. Since
( pe, A, B) →a S1 by assumption, ∃( p j , n j ) ∈ [[ S1 ]] :
∀t ∈ ( p j \n j ) : (A  B)  t .
By Definition 3, ∃( p j , n j ) ∈ [[ S2 ]] : ( p j , n j )  ( p j , n j ).
By Definition 2, p j ⊆ p j and n j ⊆ n j , i.e., ( p j \n j ) ⊆
( p j \n j ). Hence, ∀t ∈ ( p j \n j ) : (A  B)  t as desired.
To prove (b), assume (ob, A, B) →a S1 and S1  S2 .
Prove (ob, A, B) →a S2 .
Let ( p, n) be any element of [[ S2 ]] such that there exists
t ∈ ( p\n) and A  t. The obligation rule is then triggered by
( p, n), and we need to prove that (A  B)  t.
By Definition 3, ∃( p , n ) ∈ [[ S1 ]] : ( p , n )  ( p, n).
By Definition 2, p ⊆ p and n ⊆ n. Hence, t ∈ ( p \n ),
and ( p , n ) triggers the obligation rule. By assumption of
adherence, (A  B)  t as desired.
To prove (c), assume ( pr, A, B) →a S1 and S1  S2 .
Prove ( pr, A, B) →a S2 .
Let ( p, n) be any element of [[ S2 ]] such that there exists
t ∈ ( p\n) and A  t. The prohibition rule is then triggered
by ( p, n), and we need to prove that (A  B)/ t.
By Definition 3, ∃( p , n ) ∈ [[ S1 ]] : ( p , n )  ( p, n).
By Definition 2, p ⊆ p and n ⊆ n. Hence, t ∈ ( p \n ),
and ( p , n ) triggers the prohibition rule. By assumption of
adherence, (A  B)/ t as desired. 

Example 7 To illustrate the usefulness of Theorem 4, assume
a specification S that is identical to the specification of S
depicted in Fig. 19, except that the diagram sendDoc of Fig. 7
is replaced with the diagram sendDoc2 of Fig. 16.
As explained in Example 5, since sendDoc  sendDoc2,
then also S  S . In this step of refinement, underspecification is reduced by moving from S to S , but since P →a S
and S  S , we have P →a S by Theorem 4.
The property of refinement that every interaction obligation ( p, n) at the abstract level is represented at the refined
level by an interaction obligation ( p , n ) such that ( p, n) 
( p , n ) is crucial for the validity of Theorem 4; if an interaction obligation ( p, n) ensures adherence to a permission
rule at the abstract level, then all refinements of ( p, n) will
ensure the same adherence. For obligations and prohibitions,
adherence is preserved since no interaction obligations can

be added at the refined level that are not represented at the
abstract level, thus ensuring that a policy breach is not introduced.

6 Related work
It is well known that trace-properties such as safety and liveness are preserved under the classical notion of refinement
defined as reverse set inclusion. Trace-set properties, however, are generally not preserved under this notion of refinement, which has given rise to the so called refinement paradox
[16]. As explained above, the STAIRS approach avoids this
paradox by offering a semantics that is sufficiently rich to distinguish underspecification from inherent non-determinism.
In the following, we relate STAIRS to other approaches to
system specification and development with interactions.
The family of approaches we consider are those that have
emerged from the ITU recommendation message sequence
chart (MSC) [13], a notation most of which has been adopted
and extended by the UML 2.1 sequence diagram notation.
ITU has also provided a formal operational semantics of
MSCs [12] based on work by Mauw and Reniers [23,24].
An MSC describes a scenario by showing how components or instances interact in a system by the exchange of
messages. Messages in MSCs, are as for UML sequence diagrams, ordered by weak sequencing, which yields a partial
ordering of events. Several operators are defined for the composition of MSCs, such as weak sequencing, parallel composition, and alternative executions. The explicit specification
of scenarios as negative or forbidden is, however, not supported.
More important in our context is that the distinction
between underspecification and inherent non-determinism is
beyond the standard MSC language and its semantics [12,
13]. Furthermore, there is no notion of refinement defined for
MSCs. This means that there is no support in MSCs for the
capture of trace-set properties and their preservation under a
stepwise development process.
In [18], Katoen and Lambert define a compositional denotational semantics for MSCs based on the notion of partialorder multi-sets. This denotational semantics complements
the standardized operational semantics, and does not aim to
introduce new expressiveness. Hence, there is no distinction
between underspecification and inherent non-determinism.
Refinement is also not addressed in [18].
In the work by Krüger [19], a variant of MSCs is given
a formal semantics and provided a formal notion of refinement. Four different interpretations of MSCs are proposed;
namely, existential, universal, exact, and negative. The existential interpretation requires the fulfillment of the MSC in
question by at least one system execution; the universal
interpretation requires the fulfillment of the MSC in all
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executions; the exact interpretation is a strengthening of the
universal interpretation by explicitly prohibiting behaviors
other than the ones specified by the MSC in question; the
negative interpretation requires that no execution is allowed
to fulfill the MSC. Three notions of refinement are defined;
namely, property, message and, structural. Property refinement corresponds to the classical notion of refinement as
reverse set inclusion, i.e., the removal of underspecification
by reducing the possible behavior of the system; message
refinement is to substitute an interaction sequence for a specific message; structural refinement means to decompose an
instance, or lifeline, with a set of instances.
The interesting interpretation in our context is the existential scenario as it may capture trace-set properties. As
shown in [19], a system that fulfills an MSC specification
under the universal, exact, or negative interpretation also fulfills specifications that are property refinements of the initial
specification. This is, however, not the case for the existential
interpretation, which means that trace-set properties are not
preserved under refinement.
Broy [3] proposes an interpretation of MSCs that differs
significantly from the standardized approach. Rather than
understanding an MSC as a description of the entire system
as a whole, MSCs are in his work perceived as descriptions
of properties of each system component (instance or lifeline in MSC and UML terms, respectively). In the semantic
model, MSCs are described in terms of logical propositions
that characterize stream-processing functions. A stream is
basically a sequence of events, and a component is described
by a function from input streams to output streams. If an
MSC is not specified for a given input stream, the behavior is
inconclusive. This interpretation deviates from the standard
interpretation of both MSCs and UML sequence diagrams.
The intention in [3], however, is merely to treat MSCs as a
general idea of a system description in which components
interact in a concurrent and distributed setting.
The paper discusses how MSCs should be utilized in the
development process and is supported by a formal notion of
refinement. Refinement is defined in the style of Focus [4] on
the basis of the input/output function of a single component
and with respect to a given input stream. Basically, a component is a refinement of another component if for a given input
stream, the set of output streams generated by the former is
a subset of the set of output streams generated by the latter.
Hence, the concrete component fulfills all the requirements
that are fulfilled by the abstract component. The approach in
[3] does not address trace-set properties.
Uchitel et al. [42] present a technique for generating Modal
Transition Systems (MTSs) from a specification given as
a combination of system properties and scenario specifications. System properties, such as safety or liveness, are
universal as they impose requirements on all system runs,
and are in [42] specified in Fluent Linear Temporal Logic.
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Scenario specifications are existential as they provide examples of intended system behavior, and are specified in the
form of MSCs. An MTS is a behavior model with the expressiveness to distinguish between required, possible, and proscribed behavior. The method for generating MTSs from
properties and scenarios ensures that all system behaviors
satisfy the properties while the system may potentially fulfill
all the scenarios. Furthermore, both composition and refinement of behavior models preserve the original properties and
scenarios. With this approach, MSCs can be utilized to capture trace-set properties and preserve these under refinement.
However, as opposed to e.g., STAIRS, the approach in [42]
is not a pure interaction based development process, and the
use of MSCs is restricted to the existential interpretation.
Moreover, reasoning about system behavior and refinement
is based on the MTS behavior models and cannot be easily
conducted at the syntactic level.
Grosu and Smolka [6] address the problem of equipping
UML 2.0 sequence diagrams with a formal semantics that
allows compositional refinement. In their approach, positive and negative interactions are interpreted as liveness and
safety properties, respectively. This may obviously be a useful interpretation of sequence diagrams, but is much stronger
than the traditional interpretation in which sequence diagrams are used to illustrate example runs. Refinement is
defined as the traditional reverse trace set inclusion and is
compositional. There is, however, no support for the preservation of trace-set properties under this notion of refinement.
Störrle [41] defines a trace semantics for UML 2.0 interactions where a sequence diagram is captured by a pair of a set
of positive traces and a set of negative traces. The approach
provides no support for distinguishing between underspecification and inherent non-determinism. Rather, positive traces
are interpreted as necessary, i.e., must be possible in an implementation, whereas negative traces are interpreted as forbidden, i.e., must not be possible in an implementation. A notion
of refinement is introduced in which previously inconclusive
traces may be redefined as positive or negative. With this
approach, there is no guarantee that adherence to trace-set
properties is preserved under refinement.
Live sequence charts (LSCs) [5,8] are an extension of
MSCs that particularly address the issue of expressing liveness properties. LSCs support the specification of two types
of diagrams; namely, existential and universal. An existential
diagram describes an example scenario that must be satisfied by at least one system run, whereas a universal diagram
describes a scenario that must be satisfied by all system runs.
Universal charts can furthermore be specified as conditional
scenarios by the specification of a prechart that, if successfully executed by a system run, requires the fulfillment of the
scenario described in the chart body.
The universal/existential distinction is a distinction
between mandatory and provisional behavior, respectively.

Adherence preserving refinement of trace-set properties in STAIRS

Such a distinction is also made between elements of a single
LSC by characterizing these as hot or cold, where a hot element is mandatory and a cold element is provisional. LSCs
furthermore have the expressiveness to specify forbidden scenarios by placing a hot condition that evaluates to false immediately after the relevant scenario. The condition construct of
LSCs and MSCs corresponds to UML 2.1 state invariants and
is a condition that must evaluate to true when a given state
is active. If and when the system fulfills the given scenario,
it is then required to satisfy the false condition, which is
impossible.
LSCs seem to have the expressiveness to ensure adherence to trace-set properties by the use of existential diagrams;
obviously, falsification of system satisfaction of requirements
expressed by an existential diagram cannot be done on a
single trace. However, a system development in LSCs is
intended to undergo a shift from an existential view in the initial phases to a universal view in later stages as knowledge of
the system evolves. Such a development process with LSCs
will generally not preserve trace-set properties. Moving from
an existential view to a universal view can be understood as
a form of refinement, but LSCs are not supported by a formal
notion of refinement.
The semantics of LSCs is that of partial ordering of events
defined for MSCs [13]. Importantly, however, the semantics
of LSCs defines the beginning of precharts and the beginning of main charts as synchronization points, meaning that
all lifelines enter the prechart simultaneously and that the
main chart is entered only after all lifelines have completed
their respective activities in the prechart. This yields a strong
sequencing between the prechart and main chart, a property
of LSCs that may seem unfortunate in some situations, specifically for distributed systems where system entities behave
locally and interact with other entities asynchronously. A further disadvantage with respect to system development and
analysis with LSCs is the lack of composition constructs for
combining LSCs. A specification is instead given as a set
of LSCs, and a system satisfies a specification by satisfying
each of its individual LSCs.
Modal sequence diagrams (MSDs) [7] are defined as a
UML 2.0 profile. The notation is an extension of the UML
sequence diagram notation based on the universal/existential
distinction of LSCs. The main motivation for the development of the MSD language are the problematic definitions of
the assert and negate constructs of UML sequence diagrams.
The authors observe that the UML 2.0 specification is contradictory in the definition of these constructs, and also claim
that the UML trace semantics of valid and invalid traces is
inadequate for properly supporting an effective use of the
constructs.
The semantics for MSDs is basically the same as for LSCs.
The main difference is that the LSC prechart construct is left
out. Instead, a more general approach is adopted in which

cold fragments inside universal diagrams serve the purpose
of a prechart. A cold fragment is not required to be satisfied
by all runs, but if it is satisfied, it requires the satisfaction of
the subsequent hot fragment.
With respect to capturing trace-set properties and
preserving these under refinement, the situation is the same
as for LSCs. Existential diagrams may be utilized to ensure
adherence to trace-set properties. However, there is no formal
notion of refinement guaranteeing preservation of adherence.
The existential view is understood as a form of underspecification suitable for the early phases. A gradual shift from
existential to universal diagrams reduces the underspecification and restricts the set of system models that satisfy
the specification. It is in [7] indicated that existential diagrams should be kept in the specification as the development
process evolves and that universal diagrams are gradually
added. With such an approach, trace-set properties might be
preserved.
Triggered message sequence charts (TMSCs) [36] is an
approach in the family of MSCs that is related to STAIRS
in several ways. The development of TMSCs is motivated
by the fact that MSCs do not have the expressiveness to
define conditional scenarios, i.e., that one interaction (the
triggering scenario) requires the execution of another (the
action scenario), that MSCs do not formally define a notion
of refinement, and that MSCs lack structuring mechanisms
that properly define ways of grouping scenarios together.
The triggering scenarios of TMSCs are closely related
to the precharts of LSCs. An important semantic difference,
however, is that whereas LSCs are synchronized at the beginning of precharts and main charts, TMSCs are based on weak
sequencing in the spirit of MSCs.
TMSCs have composition operators for sequential composition, recursion (similar to loop), and parallel composition.
The most interesting composition operators in the context of
this paper, however, are delayed choice and internal choice.
Both operators take a set of diagrams as operands and define
a choice between these. Internal choice is an operator in the
spirit of the STAIRS alt operator and defines underspecification. An implementation that can execute only one of the
operands is a correct implementation. Delayed choice, on the
other hand, is an operator somewhat related to the STAIRS
xalt operator; a correct implementation must provide all the
choices defined by the specification. However, as opposed
to inherent non-determinism captured by the xalt operator, a
delayed choice is not made until a given execution forces it
to be made.
It is observed in [36] that the simple trace set semantics of MSCs does not have the expressiveness to distinguish between optional and required behavior, which means
that a heterogeneous mix of these in the specification is not
supported. Such a mix is supported in STAIRS; syntactically by the alt operator for underspecification and the xalt
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operator for inherent non-determinism, semantically by the
set of interaction obligations.
The semantics of TMSCs is defined in terms of so-called
acceptance trees. Acceptance trees record the traces that are
defined by a specification, but also distinguish between
required and optional behavior. Importantly, the semantics
of TMSCs supports a notion of refinement that preserves the
required behavior and gives freedom with respect to optional
behavior.
The authors stress that refinement should preserve properties such as safety and liveness. These properties are trace
properties, and the issue of capturing trace-set properties and
preserving these under refinement is not discussed. However,
by the semantics of the delayed choice operator and the fact
that this type of choice is preserved under refinement, TMSCs
seem to have the expressiveness to capture and preserve
trace-set properties.
Like the refinement relations of STAIRS, refinement of
TMSCs is compositional, i.e., composition of specifications
is monotonic with respect to refinement.
An important difference between STAIRS and TMSCs
is that the latter do not support the specification of negative
behavior. This also means that with TMSCs there is no notion
of inconclusive behavior; a system specification defines a set
of valid traces, and all other traces are invalid. The refinement
relation is based on set inclusion, so refinement basically
means that behavior that was previously defined as positive
is redefined as negative. TMSCs allow the specification of
partial scenarios in the sense that interactions may continue
beyond what is specified in a given TMSC. This means that
diagrams may be incomplete and that the traces are extensible
through refinement. Semantically, partial scenarios mean that
what is left unspecified by a scenario imposes no constraints
on behavior, i.e., that all behavior beyond what is specified
is legal.
Distinguishing between positive, negative, and inconclusive behavior as in STAIRS and UML 2.1 provides useful
expressiveness and is, in our opinion, a more intuitive interpretation of partial or incomplete scenarios than what is provided for TMSCs. The lack of a precise definition in the
UML 2.1 specification of what is the meaning of a valid trace
motivated the work on MSDs. For both LSCs and MSDs,
the precise meaning of a specification is given by defining
what it means that a system model satisfies a specification.
In STAIRS, this is correspondingly defined by formalizing
the relation of compliance [34]. However, in the process of
system development, it is as important to understand the
meaning of the distinction between valid and invalid behavior
when moving from one specification to a more concrete specification by refinement. This is precisely defined in STAIRS
by the formal notion of refinement.
We conclude this section by relating our customized UML
sequence diagram notation for policy specification presented
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in Sect. 5 to other work. The new features of this notation
with respect to both UML sequence diagrams and MSCs are
basically the triggering construct and the deontic modalities.
Triggering scenarios for MSCs are supported in the work
by Krüger, and also for LSCs and TMSCs. In the former
two, the main motivation for specifying triggering scenarios
is that they facilitate the capturing of liveness properties. In
contrast to our approach, the composition of the triggering
scenario and the triggered scenario is that of strong rather
than weak sequencing in both Krüger’s work and for LSCs.
Furthermore, Krüger proposes no constructs for explicitly
characterizing scenarios as obligated, permitted, or prohibited, but rather operates with different interpretations of MSC
specifications. In LSCs, scenarios are existential, universal,
or forbidden, which corresponds closely to the permission,
obligation, and prohibition modalities, respectively. There
is, however, no explicit construct for specifying the latter.
Instead, a hot false condition must be placed immediately
after the relevant scenario. As for TMSCs, there is no support
for distinguishing between obligated, permitted, and negative behavior; all traces are characterized as either valid or
invalid.

7 Conclusions
The expressiveness of STAIRS allowing inherent nondeterminism to be distinguished from underspecification
facilitates the specification of trace-set properties and the
preservation of such properties under refinement. This paper
demonstrates the potential of STAIRS in this respect within
the areas of information flow security and policy specification.
STAIRS formalizes the trace semantics that is only informally described in the UML standard. STAIRS furthermore
offers a rich set of refinement relations [34] of which only
one (restricted limited) has been addressed in this paper. The
refinement relations are supported by theoretical results indicating their suitability to formalize modular, incremental system development.
STAIRS also offers an operational semantics that has been
proved to be sound and complete with respect to the denotational semantics [21]. The Escalator tool [20] makes use of
this semantics to offer automatic verification and testing of
refinements.
Furthermore, there are extensions of STAIRS to deal with
(hard) real-time [10], as well as probability [30] and soft
real-time [29]
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For an infinite sequence s, we need one additional equation.
∀n ∈ N : s[n] ∈
/ A ⇒ AS s = 
T is defined for pairs of sequences:
The filtering operator 

Appendix A: Formal definitions

ω
T _ ∈ P(E × E) × (E
_
× E ω ) → (E ω × E ω )

A.1 Operations on sequences
The following operations on sequences are adapted from [4].
By E ∞ and E ω , we denote the set of all infinite sequences
and the set of all finite and infinite sequences over the set E
of elements, respectively. N denotes the natural numbers, and
N0 denotes N ∪ {0}. We define the functions
#_ ∈ E

ω

→ N0 ∪ {∞}, _[_] ∈ E

ω

__ ∈ E ω × E ω → E ω
for concatenation of sequences, i.e., gluing together sequences. Formally, concatenation is defined by the following:

def

(s1  s2 )[n] =

#(s1 , s2 ) = min{#s1 , #s2 }
(s1 , s2 )[n] = (s1 [n], s2 [n])
(s1 , s2 ) (s1 , s2 ) = (s1  s1 , s2  s2 )

×N→ E

to yield respectively the length and the nth element of a
sequence. We define the function

⎧
⎨s1 [n]

In order to formally define this operator, we first generalize some of the above operators on sequences to pairs of
sequences.

if 1 ≤ n ≤ #s1

⎩s [n − #s ] if #s < n ≤ #s + #s
2
1
1
1
2

The prefix relation on sequences,
_  _ ∈ E ω × E ω → Bool
is formally defined as follows:
s1  s2 = ∃s ∈ E ω : s1  s = s2

(s1 , s2 )| j = (s1 | j , s2 | j )
Furthermore, for elements e1 , e2 ∈ E, (e1 , e2 ) denotes
(e1 , e2 ).
For a pair of sequences c = (s1 , s2 ), the filtering operator

T is now defined by the following conditional equations.
Tc
B

B T (, )
T ( f   c)
f ∈B
⇒ B

f ∈
/ B
⇒ B T ( f   c)
Tc
∀n < #c + 1 : c[n] ∈
/ B ⇒ B

T (c|#c )
= B
= (, )
Tc
=  f   B

= B Tc
= (, )

A.2 Weak sequencing
For traces t1 and t2 , which are sequences of events, weak
sequencing is defined by the function

def

The complementary relation is defined by the following:

_  _ ∈ T × T → P(T )
Formally, weak sequencing is defined as follows.

def

/ s2 = ¬(s1  s2 )
s1 
The truncation operator
_|_ ∈ E ω × N ∪ {∞} → E ω

def

t1  t2 = {t ∈ T | ∀l ∈ L : e.l S t = e.l S t1  e.l S t2 }
where e.l denotes the set of events that may take place on the
lifeline l. Formally,
def

e.l = { (k, (co, tr, r e)) ∈ E |
(k = ! ∧ tr = l) ∨ (k = ? ∧ r e = l)}

is used to truncate a sequence at a given length.
⎧
⎨s if 0 ≤ j ≤ #s, where #s = j ∧ s  s
def
s| j =
⎩s if j > #s

A.3 Sub-trace relation

P(E) denotes the set of all subsets of E. The filtering operator

The sub-trace relation  on sequences,

_S _ ∈ P(E) × E ω → E ω

_  _ ∈ E ω × E ω → Bool

is used to filter away elements. AS s denotes the sub-trace of
s obtained by removing elements of s that are not in A. For a
finite sequence s, this operator is completely defined by the
following conditional equations.

is formally defined as follows.

= 
AS 
e ∈ A ⇒ AS (e  s) = e (AS s)
e∈
/ A ⇒ AS (e  s) = AS s

T (s, s2 )) = s1
s1  s2 = ∃s ∈ {1, 2}∞ : π2 (({1} × E) 
def

π2 is a projection operator returning the second element of a
pair. The infinite sequence s in the definition can be understood as an oracle that determines which of the events in s2
are filtered away.
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